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Option consommateurs
MISSION
Option consommateurs is a non-profit organization whose mission is to promote and defend the
rights and interests of consumers and ensure that they are respected.
HISTORY
Option consommateurs has been in existence since 1983, when it arose from the Associations
coopératives d’économie familial movement, more specifically, the Montreal ACEF. In 1999, it
joined forces with the Association des consommateurs du Québec (ACQ), which had already
pursued a similar mission for over 50 years.
PRINCIPAL ACTIVITIES
Option consommateurs helps consumers experiencing difficulties, by offering them budget
consultation and information sessions on budgeting, debt, consumer law and the protection of
privacy.
Each year we produce research reports on important consumer issues. We also work with policy
makers and the media to denounce unacceptable situations. When necessary, we institute class
action suits against merchants.
MEMBERSHIP
In its quest to bring about change, Option consommateurs is active on many fronts: conducting
research, organizing class action suits, and applying pressure on companies and government
authorities. You can help us do more for you by becoming a member of Option consommateurs
at www.option-consommateurs.org.
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Summary
Are prices advertised online the same for everyone? Recent U.S. studies reveal that this is not
always the case. Internet merchants may continually change the prices they advertise. They can
also collect the data generated by those who visit their websites and use it to personalize the
prices they advertise them. As a result, individual users will see different prices depending on
their particular profile.
To better document the existence of such commercial practices in Canada, Option
consommateurs conducted a field investigation with the help of consumers who visited the
websites of eight Canadian merchants. This field investigation led us to identify different prices
advertised on six of these eight sites, i.e. in 13.6 % of cases. Most of the cases were in the travel
sector, but we also identified the practice in the retail sector. The study did not determine the
reasons for the observed price changes, however.
The eight merchants in our study provided very little information about their online price display
practices. Some suggested that the prices they advertise could vary depending on the location
of the customer or that the ranking of web search results might be modified in accordance with
consumer-related criteria. In addition, every company said that it uses the personal information
of consumers to personalize the customer experience—which does not exclude the possibility of
adjusting an online price on the basis of that information.
A survey conducted on Canadian consumers indicates that consumers are mostly opposed to
online merchants using their personal information to customize the prices they advertise and
want retailers to be transparent about these practices.
Although the law does not directly regulate online differential pricing, several areas of law may
apply to these business practices. From the standpoints of privacy protection and consumer
protection, the fragmentary legal framework appears at the very least to require that merchants
who engage in differential pricing properly inform consumers. In addition, the indirect effects of
certain differential pricing practices could well constitute forms of prohibited discrimination.
In conclusion, Option consommateurs recommends that further studies be carried out in Canada
in order to better understand the practice of online differential pricing as well as the issues of
equity and ethics it raises. Option consommateurs recommends that effective mechanisms be
set in place to inform consumers and obtain their valid consent.
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Introduction
Have you ever noticed that the prices advertised on a website were not the same when you
went back there only a few moments later? Or that the advertised price for a product on a
friend’s computer was not the same as on yours?
You may not have been have seeing things. On the Internet, merchants are able to constantly
change the prices they advertise. They can also display different prices to different consumers,
depending on the profile of each.
Online differential pricing remains a misunderstood business practice. While research shows
that the phenomenon does exist, it is difficult to determine just how widespread it actually is.
Such business practices, however, raise a host of issues related to transparency, consumer
protection and protection of privacy.

Research Questions
The aim of this research is to arrive at a better understanding of the phenomenon of differential
pricing in Canadian online advertising.
We first wanted to document the existence of such trade practices. Do cases of online
differential pricing exist in Canada? If so, what is the extent of these practices and what factors
do merchants consider when they change prices? How are consumers informed?
We were also interested in the attitudes of Canadian consumers towards the practice of online
differential pricing. How much do they know about it and what do they think?
These questions inevitably led to a consideration of the legal framework with regard to online
differential pricing and of possible ways of ensuring that it is practiced in a context that is fair for
all concerned.

Methodology
To answer these research questions, we carried out a review of the existing literature on online
differential pricing to better identify the issues raised by such practices (Section 1).
Using an innovative methodological approach involving 43 consumers who took part in an
online shopping simulation, we were able to locate indices of online differential pricing in
Canada (Section 2.1).1 In addition to this digital field investigation, we performed an analysis of
the contractual terms and representations in which online marketers explain their practices with
regard to collecting personal information and displaying prices (Section 2.2).
1

Details of the methodology for each phase of the study can be found in the corresponding sections of the report.
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We conducted a survey on the 107 participants in our field investigation to obtain a more indepth understanding of Canadians’ knowledge and perceptions of the phenomenon (Section 3).
Finally, we went over the Canadian laws applicable to various forms of price discrimination,
especially in the areas of competition law, consumer protection, privacy protection and the right
to equality (Section 4.1). We also explored the legal frameworks in the United States and the
European Union (Section 4.2).
To complement our analysis, we conducted interviews and held discussions with stakeholders in
communication, marketing, information technology, ethics and privacy protection.
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1. Background to differential pricing practices
1.1. Portrait of an e-commerce practice
Are the prices advertised on the Internet the same for everyone? Not always, according to a
White House report published in 2015.2 In fact, the U.S. government reported that some online
marketers advertise the same product or service at different prices to different consumers.
This “differential pricing” can take many forms.
First, differential pricing can occur without regard to the characteristics of the users shopping on
that site. It could occur as the result of random tests3 in which merchants divide visitors to their
websites into groups and then advertise different prices to each of them for identical goods. It
may also result from dynamic pricing practices, i.e. adjusting the price based on changing
demand, such as when a merchant chooses to automatically increase the price of an item at a
certain time of the day when demand is particularly high.4
Other forms of online differential pricing may use consumer-related information in order to
customize the advertised price of a product or service. For example, merchants might determine
the price of a product offered to consumers based on their geographical location and their
browsing history. Membership in an organization could also be a criterion for determining price,
for example, members of certain sites could obtain goods at lower prices than other Internet
users.5 Several authors employ the term “price discrimination” to characterize the practice of
adjusting prices based on buyers’ characteristics.
It is also possible to modify the results of a web search for a product or service on the basis of
price6 by displaying goods or services in the search results that are more or less expensive
depending on the user’s profile. In this case, it is not the price of the product, but rather the
result of the product search that differs from one consumer to another. For example, if a
consumer who is used to staying in hotels with rooms that are relatively expensive does a search
for a hotel room, he could be presented with rooms of a higher average price than those
presented to other consumers.
Several terms are used to describe the various ways of offering different prices for the same
product or service. In this report, we will use the term “differential pricing” generically to cover
all such practices, from dynamic pricing, price discrimination, and price customization to search
2

The White House, Big Data and Differential Pricing, White House Report, February 2015, p. 2. Online:
https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/docs/Big_Data_Report_Nonembargo_v2
.pdf
3 This is the case with so-called “A/B” testing, in which merchants offer different versions of the same product to
determine which version is most popular with consumers.
4 One recorded instance of dynamic pricing occurred in 1999 when Coca-Cola programmed its vending machines to
increase the price of its products as the temperature rose. See: Eloise Gratton, “Publicité ciblée et défis en matière de
protection de renseignements personnels,“ in Pierre-Claude Lafond and Vincent Gautrais (eds.), Le consommateur
numérique: une protection à la hauteur de la confiance?, Éditions Yvon Blais, 2016, pp. 188-190
5 As discussed in Section 2.2, this is a commercial practice used by Expedia.
6 These practices are termed “price steering” or “search discrimination.”
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results modulation. However, we will focus on issues raised by differential pricing practices in
which data generated by consumers is analyzed in order to customize the prices that are
advertised to them.

1.2. Technological factors
Just as in regular stores, prices advertised online may vary over time. However, online
merchants can change an advertised price automatically and instantly, with none of the
constraints dictated by the physical environment. They use technology to automatically adjust
their prices depending on the demand, the time of day or the quantities they have in stock.
The digital environment also allows merchants to customize the prices they advertise according
to each consumer’s individual profile. Companies will do this by collecting a wide range of data
generated by users, such as their browsing history, their IP address,7 their geolocation or a
myriad of other technical information.8 All this data, which constitutes the consumer’s digital
footprint,9 will be analyzed using sophisticated predictive algorithms to determine a price that is
customized to their individual profile.
By analyzing the data generated by Internet users extracted from big data sets, merchants are
able to acquire a deep understanding of the consumer’s appetites, preferences or
demographics. For instance, a historical analysis of a person’s browsing habits will make it easy
to guess which products they are interested in.10 Based on the results of these analyses, a
merchant might conclude that someone is likely to spend more to buy a particular product, or
even to buy more expensive products generally.11
There are several technologies that allow merchants to collect and collate data from users who
visit their sites.12 Very often, they use “cookies,”13 small files with a unique identifier that are
saved on the users’ computers. In addition to precisely identifying the internet user, these files
help to build up a profile of the user based on the data they generate each time they visit a site.
There are several types of cookies. "Session" cookies are temporary and self-destruct when the
user leaves the website. Other, so-called “persistent” cookies remain stored on consumers’
devices even after they have left the site and allow the merchant to recognize them when they
7

An IP (Internet Protocol) is an identification number assigned to each device using the Internet that enables data to
be communicated over the Internet. In particular, this number may be used to infer a user’s geographic location,
although it is an imperfect way of doing so. See: IAB Canada, “Geo-Targeting Online” online at:
https://iabcanada.com/content/uploads/files/IABCanada_Geo-TargetingOnline.pdf
8 It might, for example, target the computer user’s language, the name of their Internet service provider, the time and
date when they visited the site, the version of their browser or their computer’s operating system.
9 In this report, we will use the term “digital footprint” or “virtual profile” to refer to all the data about a user that
could be related to their online profile.
10 https://hbr.org/2017/10/how-retailers-use-personalized-prices-to-test-what-youre-willing-to-pay
11 Frederik Zuiderveen Borgesius and Joost Poort, “Online Price Discrimination and EU Data Privacy Law” (2017) 40-3
Journal of Consumer Policy 347
12Alexander Plourde, How Free is “Free”?: Setting limits on the collection of personal information for online
behavioural advertising. Option Consommateurs, 2015, pp. 12-15
13 The term “cookie” is also used in French.
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return to the same site. There are also third-party cookies generated by companies such as
Google or Facebook; these are used to collect data about users from the various virtual locations
they visit.14
In short, the digital environment gives companies the ability to track consumers on a large scale.
Intuitively, one would think that all users would need to do to avoid such online tracking is to
configure their browser so that it refuses to install cookies, or at least, removes them regularly.
Besides negatively affecting their browsing experience,15 however, this may prove to be a very
inefficient strategy.
In fact, in addition to cookies, there is an arsenal of technologies that online marketers can use
that allow them to collect information about those who visit their sites. So even if the cookies
are blocked, it may still be possible to track a consumer’s activities on the Internet.
These other strategies include “web beacons” (or “pixel tags”): small image files that contain a
unique identifier, or “flash cookie,” that use the Adobe plug-in to track users.16 Companies can
also use certain specific data to recognize a user, such as their IP address or the unique identifier
of their mobile device. Some authors also mention even more advanced tracking methods, such
as using the “footprint” of the browser the person uses.17
The industry does offer the user some help in avoiding online tracking. For example, web
browsers include a “Do not track” option, which allows users to notify websites that they do not
wish to be tracked online. Similarly, the Digital Advertising Alliance of Canada (DAAC) provides a
form for opting-out of Online Behavioural Advertising.18 However, these mechanisms are very
unevenly applied by companies and have significant technical shortcomings, with the result that
they are not guaranteed to prevent all online data collection.19

14

This permits online behavioral advertising, i.e. advertising that utilizes the users’ online activity to send them
personalized advertising. In these cases, it is not exact to say that the information is collected by the merchants;
rather, it is they who permit a third party to insert cookies on their website.
15 In fact, it would not be possible to make purchases on a number of sites if cookies were not enabled (see Section
2.2.5)
16 For an overview of these various tracking technologies, see: OPC “Cookies—Following the Crumbs – Frequently
Asked Questions,” 2011, online: https://www.priv.gc.ca/media/2407/02_05_d_49_e.pdf
17 The “browser footprint” is an identification method based on the technical configuration of a browser or device.
This “footprint” comprises several parameters, such as the browser version and the operating system, which
individually may seem not very revealing, but permit complete or partial identification when combined. In 2010, a
study by the Electronic Frontier Foundation showed that this identification method can achieve a significant level of
accuracy. See: Peter Eckersley, How Unique Is Your Web Browser? Electronic Frontier Foundation, 2010. See also:
https://amiunique.org/
18 See: http://youradchoices.ca/retrait/
19Alexander Plourde, How Free is “Free”?: Setting limits on the collection of personal information for online
behavioural advertising. Option Consommateurs, 2015, pp. 12-15
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1.3. Cause for concern
While technology gives merchants the ability to adjust the prices they advertise online based on
each consumer’s virtual profile, it is not easy for consumers to identify such practices and prove
that they are actually being employed.
Since the early days of e-commerce, such situations have mainly been reported by consumers,
journalists or bloggers. For a brief period in 2000, Amazon reportedly displayed different prices
to users based on their profiles. This experience raised the ire of consumers, causing Amazon to
end the experiment and declare that it would not personalize prices on its website based on
demographic criteria.20
More recently, in 2012, the Wall Street Journal reported that, on the website of a tour operator,
users of Apple devices were obtaining search results that displayed higher prices than those
quoted to users of other types of devices.21 In 2014, a blogger explained that he had managed to
buy a plane ticket at a lower cost by using a Canadian IP address rather than an American
address.22
One of the most interesting cases was reported by the Wall Street Journal in 2012. In a lengthy
article, the newspaper claimed that Staples was quoting different prices to different users on its
website. According to the authors of the article, the most significant correlation was the
Internet users’ geographic location, which was deduced from their IP address.23 The closer the
user to is a competitor’s store, the lower the advertised prices would be.
These anecdotal observations would appear to be confirmed by recent academic studies, mostly
conducted in the United States, in which researchers have identified cases of differential pricing,
both on well-known sites and on less popular ones.24
In a first study, researchers collected data on a sample of 200 online stores over a period of 20
days.25 In a second study, they expanded their sample by collecting data on 600 domain names
from 340 Internet users living in 18 countries.26 According to researchers, the price differences
observed could not be attributable to factors such as delivery costs, currency conversion charges
or applicable taxes.

20

http://archive.wired.com/techbiz/media/news/2000/09/38622
Dana Mattioli, On Orbitz, Mac users Steered to Pricier Hotels, August 23, 2012,
http://www.wsj.com/articles/SB10001424052702304458604577488822667325882
22 Jose Casanova, How I “hacked” Kayak and booked a cheaper flight, 2014 http://www.josecasanova.com/blog/howi-hacked-kayak-and-booked-a-cheaper-flight/
23 Jennifer Valentino-Devries, Jeremey Singer-Vine and Ashkan Soltani, Websites Vary Prices, Deals, Based on users'
Information, December 24, 2012, http://www.wsj.com/articles/SB10001424127887323777204578189391813881534
24 Note that academic studies on the issue had already been published, but were based mostly on assumptions. See,
for example: Alessandro Acquisti and Hal R. Varian, “Conditioning Prices on Purchase History” (2005) 24 Marketing
Sci. 367
25 Jakubs Mikians, Laszlo Gyarmati, Vijay Erramilli, Nikolaos Laoutaris, “Detecting price and search discrimination on
the Internet,” Proceedings of the 11th ACM Workshop on Hot Topics in Networks, 2012
26 Jakubs Mikians, Laszlo Gyarmati, Vijay Erramilli, Nikolaos Laoutaris, Crowd-assisted Search for Price Discrimination
in E-Commerce: First results, CoNEXT'13, 2013
21
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In 2014, a study by Northeastern University based on data from 300 users concluded that
differential pricing was taking place on 9 of the 16 sites analyzed, and that some of the
e-commerce sites involved were among the most popular on the Internet.27 The very impressive
methodology utilized in this research was designed to cut down the “noise” from factors such as
inconsistencies attributable to the distribution infrastructure.28
Other studies had more mitigated results. In France, a joint investigation by the CNIL29 and the
DGCCRF30 did not conclude that online prices are adjusted depending on the IP address of
Internet users, although it did reveal one case in which the last web page visited by a user could
affect the price listed.31 Other research has also concluded that there was no differential pricing
on airline websites.32 However, the scope of these investigations was too narrow to invalidate
the results mentioned previously.
The following results can be retained from this research as a whole:
 Certain sites appear to display articles at higher or lower prices in their search results,
depending on the user’s profile.33 The same variation is observed depending on the type
of device used to access the site.34
 For certain goods or services, the onsite price variation is from 15% to 30% depending
on the user.35 Retailers associated with such differences include amazon.com,
hotels.com and sears.com. While the factors causing prices to vary are not always clear,
these differences can scarcely be explained by the exchange rate, shipping costs or
differences in applicable taxes. They could, however, be explained as resulting from
random market tests.

27

Aniko Hannak, Gary Soeller, David Lazer, Alan Mislove Christo Wilson, “Measuring Price Discrimination and Steering
on E-commerce Web Sites,” Proceedings of the 2014 Conference on Internet Measurement, 2014
28 In fact, data from high-profile online shopping sites can be stored in different data centers. Queries handled by
different data centers may occasionally generate different results.
29 In France, La Commission nationale de l’informatique et des libertés (CNIL), created by the Data Protection Act, is
the public body responsible for supervising the technology sector in the protection of personal data, see:
https://www.cnil.fr/fr/les-missions
30 La Direction générale de la concurrence, de la consommation et de la répression des fraudes (DGCCRF) is a French
public body one of whose mandates is to regulate competition.
31 http://www.cnil.fr/linstitution/actualite/article/article/ip-tracking-conclusions-de-lenquete-conjointe-menee-parla-cnil-et-la-dgccrf/
32 Thomas Vissers, Nick Nikiforakis, Nataliia Bielova, Wouter Joosen, Crying Wolf? On the Price Discrimination of
Online Airline Tickets, https://petsymposium.org/2014/papers/Vissers.pdf
33 Jakubs Mikians, Laszlo Gyarmati, Vijay Erramilli, Nikolaos Laoutaris, “Detecting price and search discrimination on
the Internet,” Proceedings of the 11th ACM Workshop on Hot Topics in Networks, 2012, p. 5. This study gives the site
cheaptickets.com as an example.
34 Aniko Hannak, Gary Soeller, David Lazer, Alan Mislove Christo Wilson, “Measuring Price Discrimination and Steering
on E-commerce Web Sites,” Proceedings of the 2014 Conference on Internet Measurement, 2014. This study gives the
HomeDepot and Travelocity websites as examples.
35 Jakubs MIKIANS Laszlo GYARMATI Vijay Erramilli Nikolaos LAOUTARIS, “Crowd-assisted search for Price
Discrimination in E-Commerce: First results,” CoNEXT'13, 2013
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 On some sites, including staples.com, the posted price for the same product may be
different depending on a user’s geographic location (derived from the IP address).36
 In some cases, researchers have identified situations in which the user’s web address
could affect the listed price for the same item.37 This situation might arise when users
access the merchant's site from a site that advertises discounts; in these cases, the
prices would be lower than otherwise.
 Being registered or logged in as a member of a site can result in reductions in the price
displayed for the same item.38
 While dynamic pricing practices are widely reported among airlines,39 there is no
evidence that online booking sites engage in price discrimination against users.40
Naturally, given that research in this field is still in its infancy, these results should be
interpreted with caution. Differential pricing practices remain unclear and indices currently
available do not suggest that the phenomenon extends to all goods and services sold online. So
while the Northeastern University study identified differential pricing practices on a majority of
the sites it analyzed, these practices probably affected less than 2% of the items targeted by the
study.41
Nevertheless, the results of research conducted abroad until now are sufficiently broad and
reliable to raise major concerns in the Canadian context. Indeed, considering the high degree of
integration of the Canadian and U.S. economies42 and the fact that the democratization of
technology would facilitate online price differentiation,43 there is every reason to believe that
such practices could be going on in Canada.

36

Jakubs Mikians, Laszlo Gyarmati, Vijay Erramilli, Nikolaos Laoutaris, “Detecting price and search discrimination on
the Internet,” Proceedings of the 11th ACM Workshop on Hot Topics in Networks, 2012; Jakubs Mikians, Laszlo
Gyarmati, Vijay Erramilli, Nikolaos Laoutaris, “Crowd-assisted Search for Price Discrimination in E-Commerce: First
results,” CoNEXT'13, 2013
37 Ibid. The CNIL study also spotted such a case. See: http://www.cnil.fr/linstitution/actualite/article/article/iptracking-conclusions-de-lenquete-conjointe-menee-par-la-cnil-et-la-dgccrf/
38 Jakubs Mikians, Laszlo Gyarmati, Vijay Erramilli, Nikolaos Laoutaris, “Crowd-assisted Search for Price Discrimination
in E-Commerce: First results,” CoNEXT'13, 2013; Aniko Hannak, Gary Soeller, David Lazer, Alan Mislove Christo Wilson,
“Measuring Price Discrimination and Steering on E-commerce Web Sites,” Proceedings of the 2014 Conference on
Internet Measurement, 2014
39 http://www.lapresse.ca/voyage/201212/03/01-4600209-billets-davion-pas-de-hasard-dans-la-variation-desprix.php
40 Thomas Vissers, Nick Nikiforakis, Nataliia Bielova, Wouter Joosen, Crying Wolf? On the Price Discrimination of
Online Airline Tickets, https://petsymposium.org/2014/papers/Vissers.pdf;
http://www.cnil.fr/linstitution/actualite/article/article/ip-tracking-conclusions-de-lenquete-conjointe-menee-par-lacnil-et-la-dgccrf/
41 The White House, Big Data and Differential Pricing, White House report, February 2015, p. 11.
Online:https://www.whitehouse.gov/sites/default/files/docs/Big_Data_Report_Nonembargo_v2.pdf
42 For example, the two most popular shopping sites among Canadian Internet users, Amazon and eBay, are owned by
U.S. companies. Similarly, 34% of all Canadian online spending is in the United States. See R. Chadha, “Global
Ecommerce Platforms,” eMarketer, 2014, p. 42-43
43 A 2016 study shows that these technologies are now available to small businesses; according to the study, sellers
who use Amazon are more successful than those who do not. See: L. Chen et al, “An Empirical Analysis of Algorithmic
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1.4. Issues raised
Online differential pricing is not necessarily an unfair practice. Throughout history, merchants
have charged consumers different prices depending on their characteristics. They offer
discounts to students, banking packages to seniors or benefits to members of certain
organizations. Similarly, negotiations with merchants may result in the price paid being different
from one person to the next, such as what happens when consumers negotiate the price of the
car they want to buy with their auto dealer.44
Economically, differential pricing could result in optimal pricing for a good or service. Some
people are willing to pay more than others for the same product; adjusting prices offers the
possibility of asking them to pay a higher price. This may also give other consumers the
opportunity to get a lower price for the same product.45
However, in the digital environment, these commercial practices raise a substantial number of
consumer issues. The possibility of companies customizing the price they advertise or leading
certain consumers to purchase more expensive products raises questions of transparency,
ethics, fairness and privacy protection.
Generally, when consumers shop for a product, price is their first comparison criterion.46 In
theory, the Internet allows consumers, owing to its wide, instant access to information, to
compare prices effectively and locate the best deals. Unsurprisingly, 76% of Canadians say they
use the Internet to compare prices online before making a major purchase.47
If the prices advertised online are customized, however, this benefit may be substantially
diminished. Consumers looking for the best bargains will not necessarily realize that the
merchant is able to analyze their behaviour;48 accordingly, the informational asymmetry
inherent in the digital environment could affect their ability to make informed choices.
Ultimately, as we have seen, even when consumers are aware of differential pricing practices
and know they are being tracked online, they will find it extremely complex to avoid them. To do
so, they will need to employ advanced personal data protection strategies and perform in-depth

Pricing on Amazon Marketplace,” WWW '16 Proceedings of the 25th International Conference on World Wide Web,
1339.
44 https://hbr.org/2017/10/how-retailers-use-personalized-prices-to-test-what-youre-willing-to-pay
45 Frederik Zuiderveen Borgesius and Joost Poort, “Online Price Discrimination and EU Data Privacy Law” (2017) 40-3
Journal of Consumer Policy 347, pp. 353-355
46 Pierre-Claude Lafond, Droit de la protection du consommateur: théorie et pratique, Yvon Blais, 2015, p. 247
47 https://cira.ca/sites/default/files/public/Ecommerce-Factbook-March-2016.pdf
48 As an illustration, a 2005 study in the U.S. showed that a majority of Americans have incorrect knowledge about
online price discrimination issues. See Joseph Turow et al. Open to Exploitation: America's Shoppers Online and
Offline, Annenberg School for Communication, 2005
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information searches49—in short, they will have to invest time and knowledge to employ
resources that are not within everyone’s ability to master.50
Similarly, merchants could use the very precise knowledge about consumers that they glean
from tracking them online and analyzing their profiles to take advantage of their cognitive biases
or their moments of vulnerability to impose higher prices. For example, a merchant could
benefit from a situation in which they guess that a consumer has a great need for a product, or
is simply in a hurry, in order to raise their price. Or they might deduce from the analysis of their
profile that they have certain vulnerabilities, such as a disability or illness that creates a specific
need, and use this information to their advantage.
Another worry is that online differential pricing could result in economic disadvantages for some
social groups, unduly penalizing those who are already disadvantaged.51 Authors argue that
certain data analyses could contribute to perpetuating disparities or reinforcing prejudices—
without this necessarily being a goal pursued by the merchants. For example, a U.S. survey in
2015 brought to light a case in which the pricing difference was calculated based on people’s
location; this had the indirect effect of advertising higher prices to consumers of Asian origin,
even though this was not the merchant’s original intention.52
Customization of prices advertised online is made possible by collecting enormous amounts of
data generated by the Internet and then storing it in the servers of online businesses. This data,
considered in isolation, may seem innocuous; however, when combined and analyzed, it may
reveal intimate details about the thousands of individuals who generated it. Based on this
information, merchants can differentiate very precisely between consumers based on their
preferences, their habits, or their personal situation. In this context, the collection, use and
disclosure of that information for differential pricing purposes also raises many issues with
regard to privacy protection.
Considering all these issues, it is little wonder that consumers say they are mostly opposed to
the practice of online differential pricing, often perceiving it as unethical.53 For merchants, these
perceptions are not to be taken lightly; if the practice of differential pricing became widespread,
there are concerns that consumers would simply lose confidence in electronic commerce
altogether.
49

As examples of such strategies, consumers can use browser plug-ins such as Privacy Badger that block cookies from
third parties, they can segment their online activities by using different browsers, or use the private navigation modes
offered on most browsers.
50 There are private sector initiatives designed to help consumers to compare prices and take advantage of times
when a product is on sale. For example, the site camelcamelcamel.com allows consumers to monitor developments in
the prices of goods sold on Amazon; the Hopper mobile app leverages big data analysis to determine the best time to
buy a plane ticket.
51 Federal Trade Commission, Big Data: A Tool for Inclusion or Exclusion?, FTC Report, 2016, pp. 10-11
52 The merchant involved in this investigation used the consumers’ ZIP code (postal code) to determine their location.
See: Jeff Larson, Surya Mattu and Julia Angwin, (2015) “Unintended Consequences of Geographic Targeting” (2015)
Technology Science 2015090103, online: https://techscience.org/a/2015090103
53 Joseph Turow et al. Open to Exploitation: America's Shoppers Online and Offline, Annenberg School for
Communication, 2005. In a study conducted in 2009, 78% of US consumers also stated that they did not want a
discount based on their activity on other sites. See Joseph Turow et al., Americans Reject Tailored Advertising and
Three Activities That Enable It, 2009.
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2. Practices of Canadian websites
One of the first aims of our study was to determine whether any differential pricing practices
could be identified in the Canadian context, and if so, to assess the scope and magnitude of
these practices. To do this, we adopted two approaches.
First, we asked consumers to simulate online shopping sessions with popular merchants in
Canada, while automatically recording the results of their research by means of a plugin54
attached to the Google Chrome browser (Section 2.1).55 The purpose of this novel approach was
to detect the existence of differential pricing strategies through the comparison of different
digital footprints.
Second, in order to better understand the practices of the merchants in our study, we also
analyzed their privacy policies, their terms of use and, more generally, the information they
provide to the public (Section 2.2).
The merchants in our study were selected from two domains: the travel sector (including both
the sale of airline tickets and hotel rooms) and online retail. We chose to focus on the travel
industry because it is a sector often associated in the literature with differential pricing.56
For each of these sectors, we selected four sites from among those most popular with
Canadians.57 Also, we chose to exclude resellers from the study, since they operate mainly as
intermediaries enabling consumers to make purchases from a third-party merchant, such as
Amazon or eBay.
This is the list of the websites of the online marketers targeted by our survey:

54

A plugin is a small program that can be installed on a browser to add features.
As will be seen below, we conducted an online survey of these same consumers to determine their knowledge and
perceptions of the use of their data to differentiate prices or products offered online (see Section 3).
56 See especially: Thomas Vissers, Nick Nikiforakis, Nataliia Bielova, Wouter Joosen, Crying Wolf? On the Price
Discrimination of Online Airline Tickets, https://petsymposium.org/2014/papers/Vissers.pdf. It should be noted,
however, that this study does not confirm the existence of price customization practices in this sector (see Section
1.3)
57 By using the online Alexa Internet traffic measurement tool, we selected four sites in the retail sector trade from
among the 100 most popular sites in Canada: walmart.ca (60th), canadiantire.ca ( 64th, homedepot.ca (78th) and
costco.ca (92nd). Moreover, these four were also among the ten largest retailers in Canada according to the Center
for the Study of Commercial Activity. See: Christopher Daniel and Tony Hernandez, The CSCA Retail 100, Center for
the Study of Commercial Activity, 2017, p. 4. For the tour operators, we also selected companies from among the
Alexa rankings: expedia.ca (129th) and booking.com (218th). Air Canada and Air Transat, for their part, are two of the
biggest airlines in terms of domestic market share. See: Statista, Major airlines' domestic market share in Canada in
2017, online: https://www.statista.com/statistics/545642/air-carrier-canada-domestic-market-share/. While some
carriers are bigger, Air Transat is one of the biggest in terms of the destinations chosen for our study (Paris and
Havana).
55
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Company Name
Canadian Tire
Costco Wholesale
Home Depot
Walmart Canada
Air Canada
Air Transat
Booking.com
Expedia

Website
www.canadiantire.ca
www.costco.ca
www.homedepot.ca
www.walmart.ca
www.aircanada.com
www.airtransat.com
www.booking.com
www.expedia.ca

Sector
Retail sales
Retail sales
Retail sales
Retail sales
Airline
Airline
Travel
Travel

This selection includes some of the biggest online merchants in Canada; it also includes some of
Canada’s most popular travel companies.

2.1. A digital field investigation
2.1.1. Data collection
For the purposes of our research, we wanted to collect data on online merchants’
differentiation practices. Our study was aimed at observing two phenomena: first, the
simultaneous display of different prices to different consumers for the same good or service;
second, differences in the results of a web search for a good or service.
To collect data on these practices, we relied on consumers who agreed to carry out simulated
shopping sessions on the selected websites, where they made searches for goods or services.
Since manual data collection was out of the question, we had to design a software application
able to automatically record the results of the searches performed by the participants.
To do this, we developed a plugin for the Google Chrome browser that the participants were
required to install on their personal computers before beginning their online simulated
shopping session.58 The plugin had three main functions:
 To automatically collect the results of the online shopping simulation. In short, the
software was able to save the page content of the websites targeted in our study,
including the advertised price, while the participants conducted searches for goods or
services.
 To perform a simultaneous query identical to the one made by the participant from a
server with a distinct footprint. The purpose of this duplication was to compare the
results of search carried out by the participant with another performed via a server with
a different footprint than the participant’s. This double query was used to measure
whether online merchants can display different prices for the same good or service.

58

This software was developed with the help of MG2Média Office: https://www.mg2media.com/
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 To obtain information about the digital footprints of the participants in the survey. This
information was collected in an attempt to understand what factors online merchants
might consider in making comparisons among participants in order to adjust prices.
The survey was conducted in February and March 2018, with the support of 43 Canadians aged
18 to 64.59 Three of these participants were from Alberta, 3 from British Columbia, 7 from
Ontario and 30 from Québec.60
The participants had to install the Option consommateurs plugin on their web browser. They
then had to visit the 8 sites selected for the survey and enter queries for predetermined
products, following a pre-established protocol using the search tool provided on these websites
(see Appendix 1).
In accordance with the protocol, each participant had to complete four searches for products on
each of the four chosen retail sites; the search was focused on televisions, electronics, tools and
appliances. Each participant also had to perform two searches for airline tickets on each of the
four travel industry sites: one to Havana and one to Paris. Each participant had to make a total
of 24 queries.61
This collection method yielded standardized results for all the participants and avoided the
human error factor associated with manual data entry. Using a plugin also allowed us to avoid
resorting to a procedure that might have been problematic for participants with limited
computer skills; the plugin was available free on the Chrome Web Store62 and required only
three clicks to install.
However, there were drawbacks to using such a collection tool. Although we had previously
tested the plugin on all the targeted sites, it could not function properly in every situation.
First, we were unable to collect data from two of the websites targeted by our investigation,
those of Air Canada and Costco, due to technical problems with the plugin.63 However, we
believe that the data we obtained from the six other targeted sites would allow us to obtain
relevant results for the purposes of this study.

59

These participants were recruited by the firm MBA Research.
This sample was not proportionally representative of the Canadian population; it was essentially intended to
provide a broad spectrum from a geographic standpoint. Although the sample size does permit a satisfactory
statistical projection to be made for the whole country, it nonetheless provides an interesting assessment of the
offer.
61As outlined in the protocol in Appendix 1, the participants’ task was limited searching for products and services on
merchants’ web sites. They were not asked to perform any other actions, such as clicking the “Buy Now” button for
the desired products.
62 https://chrome.google.com/webstore/search/option%20consommateurs
63 We were unable able to identify the technical reason why queries made to the Air Canada website were not
compiled by our plugin. There are two possible explanations for a lack of data: (1) the Air Canada website detected
the presence of the plugin and blocked the application; (2) although specified to the participants, they did not wait for
the entire web page to load before moving on to another stage of the protocol. As for the Costco website, it appeared
that the webpages advertising the identified products were not linked to the main site in a way that would allow our
plugin to record the data .
60
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We also observed that the plugin did not work satisfactorily for some participants. This was the
case with participants who used ad- or cookie-blocking software.64 In other cases, although the
plugin itself worked, we were unable to gather all the data related to the participants’ queries.
This is likely explained by the size of the web pages visited, the insufficient power of the
participants’ computers, or their failure to rigorously follow established guidelines.65
After cleansing the data obtained, we were able to retain 420 queries for products from 42 of
the 43 participants and 6 of the 8 sites included in our survey. Data from other queries were
either absent, incomplete or incorrect. Given the innovative nature of the research method
used, we consider that, although these results are not statistically significant from a regional
standpoint, they are nevertheless revelatory of certain tendencies.

2.1.2. Online differential pricing
Our methodology was to discover whether merchants are able to advertise different prices to
different consumers at the same time. To do this, the plugin carried out simultaneous queries
identical to those made by the participants from the server of our web partner located in
Montréal.66 This approach allowed us, for each of the searches for goods or services made by
participants, to perform exactly the same query with a footprint that was distinct from that of
the participants.
Of the 420 queries analyzed, 57 did not generate the same prices for the same good or service
when they were made by a participant and by our server, i.e. 13.6% of cases.67 For example,
Expedia .com advertised a flight to Paris for $3,426 on one participant’s computer, while the
same flight was advertised at $3,222 via our plugin. In the retail sector, Canadian Tire advertised
a drill for $59.99 on a participant’s computer, while the same product was advertised at $29.99
via our plugin.
Most of the differences were observed in the travel sector. For example, of the 57 queries that
showed a difference in the price between the one obtained by the participant and that obtained
by our plugin, 40 were from the Booking.com and Expedia and sites.68 This represents 55% of a
total of 73 queries in the travel sector.
The use of dynamic pricing strategies by merchants that sell airline tickets has been reported for
several years. This does not surprise us, but rather confirms that our survey method was
effective in measuring a known phenomenon.
Although less frequent, similar cases also occurred in the retail sector. Out of the 57 queries that
showed a price difference between the one obtained by the participant and the one obtained
64We

are thinking primarily of the Ghostery, uBlock Origin or Privacy Badger apps. Our hypothesis is that such
software may have blocked the collection of data by our plugin.
65 In order for the extension to work properly, participants had to wait until each of the Web pages visited was fully
loaded before going ahead with another request.
66 This partner was the firm MG2Média: https://www.mg2media.com/
67 In all, there were 73 queries to the travel sector and 347 retail sector queries.
68 This total of 40 travel products represents 70% of the 57 observed differences.
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via our plugin, 17 were from the Canadian Tire, Home Depot and Walmart websites.69 This
represents 4.9% of a total of 347 queries in the retail sector.
At first sight, the observed frequency of 4.9% seems rather low considering the number of
queries analyzed (347). However, because we observed different prices for the same products
on the three sites for which we obtained data, it appears likely that advertising products at
different prices is a practice adopted by several online marketers.
Out of all the queries for which we saw a difference in price between the one obtained by the
participant and the one obtained via our plugin, there were 15 queries for which the participant
was proposed a lower price than our server. Out of these 15 queries, 7 were from the travel
sector and 8 from the retail sector. On average, the price difference was 20.1%. For travel
products, the average price difference was 1%, while for consumer products, the average price
difference was 37.1%.
In contrast, there were 42 queries for which the participant was quoted a higher price than that
obtained by our server–more than twice as many as those quoted a lower price. Out of these 42
queries, 33 were from the travel sector and 9 from the retail sector. On average, the price
difference was 13%. For the travel industry, the average price difference was 3.1%, while that
for the retail sector was 49.4%.
In sum, although the frequency of queries was much lower for the retail sector than for the
travel sector, we found the average price difference to be far higher.
We were unable to identify any factors that could explain the price variations in the queries as a
whole. The information that we recorded on the participant’s digital footprint were: the
participant’s location, the participant’s IP address, the operating language of the participant's
computer, the Internet access provider, the time of the query, the version of the participant’s
browser and the operating system on the participant’s computer. We could not determine a
statistically causal link between these types of data and obtaining a different price via our
plugin.70
As we were unable to determine the factors that caused the observed variations, it cannot be
ruled out that merchants could be taking non-consumer-related factors into consideration. For
example, the price changes we observed might be the result of random testing, whereby
merchants divide visitors to a website into two random groups in order to offer them different
prices.71 Further research is needed to better explain our observations.

69

This total of 17 travel products represents 30% of the 57 observed differences.
We performed a series of statistical tests to determine whether there was a statistically significant difference. We
focused on the Chi-squared test for categorical variables and Student's t-test for comparing means. Some Anova F
tests were also performed to confirm the presence or absence of mean differences between the characteristics of a
variable.
71 In fact, the literature indicates that merchants may conduct random market tests on their customers to check
which versions of their ads generate the most interest among consumers (see Sections 1.1 and 1.3).
70
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2.1.3. Differentiation of search results
In our survey, we also investigated whether the merchants selected offered the same goods or
services to all participants when the same search was made to their website. To do so, we asked
them to enter exactly the same terms in the search field on the website of each merchant.72
After analyzing all the results obtained, it appears that for each type of product or service the
participants requested, several different results can be obtained. Although several participants
were offered the same goods and services in response to a web search, no search for a good or
service resulted in just one product for all respondents.
For example, we observed that in response to the query “adult hockey stick,”73 Canadian Tire
offered participants 9 different hockey sticks.
In an attempt to explain why merchants offered different goods or services to different
participants, we isolated each of the details that we knew about them: their location (city,
province), their ISP, their language, their browser version and the type of their device. After
carrying out several statistical validation tests, we were unable to identify a factor that could
explain these differences.74
Nor could our research assess whether more or less expensive goods or services might be
suggested to consumers based on such characteristics. Nevertheless, we had some anecdotal
evidence in this regard.75 For example, in some cases, we noticed that the most expensive offers
resulted from searches carried out at a different time of day from those that produced the least
expensive offers. Also, we noticed similar variations depending on the province in which the
participant was located.
However, these observations warrant further studies, which need to be validated by statistical
methods. A survey with a significantly larger number of participants, as well as a greater number
of online merchants would provide a more reliable portrait of business practices in the Canadian
context.

2.2. A look at the policies of online merchants

72

The complete protocol is available in Appendix 1.
In French the term entered was “bâton de hockey adulte”
74 To validate whether some of the characteristics of the participants’ digital footprints might explain the variability of
the search results, we carried out a series of validation tests (chi-square) for all of these variables. We took care to
ensure there were a minimum number of observations for the tests. All the tests proved to be insignificant.
75To make these observations, we extracted some data on merchants in the retail sector related to hockey sticks and
mountain bikes at Canadian Tire, screwdrivers and dishwashers at Home Depot, and laptops and TVs at Walmart.
These categories of goods were chosen randomly for each of these merchants. For each product, we extracted the
queries of the highest and lowest price quintile. We then attempted to observe whether there were any noticeable
differences between the characteristics of participants who, in response to the same query, obtained less expensive
products and those who obtained more expensive products.
73
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In addition to our field survey, we analyzed the privacy policies, terms of use and other
information posted on the websites of eight of the merchants selected for our study.76
These often voluminous documents cover a broad spectrum of practices that these companies
utilize to manage their customers’ personal information. Most of them cover both online
practices and those related to traditional stores. We limit this analysis, however, to the
merchants’ online activities.

2.2.1. Little pre-purchase information
We first approached each of the sites in our study from the point of view of a consumer who
wants to make a purchase. This first step revealed that these sites present no clear, easily
accessible information to the effect that the prices advertised may be different from one
consumer to another.
One exception was Air Transat, whose purchase pages include a statement suggesting that
prices could be different from one session to another – without explaining why such variation
might occur:
The prices advertised in our site are valid if you purchase services during the same
session. If you disconnect from our site, prices may be different at your next session.77
We did not find any explicit information on the other sites about the possibility of differential
pricing, even in the sections relating to customer service.

2.2.2. Tracking consumers
The companies’ privacy policies reveal that they are able to collect a huge amount of data about
the users who visit their sites.
In saving this data, companies say that they generally use cookies and a number of other
technologies that track Internet users, such as “flash” cookies or “web beacons” (see Section
1.2).78 Most provide no exhaustive lists of the technologies they employ.79 Expedia explains this
as follows:

76

We found the privacy policies and terms of use of the retailers in our study through the hyperlinks at the bottom of
their websites. These sites occasionally contain other documents of interest that we also included in our analysis; for
example, as part of its privacy policy, the Air Canada website contains the company’s policy on using cookies.
77 This reference appears on the purchase pages of the Air Transat website.
78 For example, all the privacy policies that we analyzed contain references to the use of cookies or other Internet
tracking technologies.
79 Note that sites in the travel sector generally give more information about the cookies they use to track their users
than retail sites. For example, the Air Canada website displays a window to this effect when the consumer arrives on
its site, with a link to its policy on the use of cookies.
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In addition to the above cookies, we use Local Shared Objects, also referred to as “flash
cookies,” on our website [...] This site may also use Web beacons (also known as clear
gifs, pixel tags or Web bugs), which are tiny graphics with a unique identifier, similar in
function to cookies, that are placed in the code of a Web page.
Several sites explain that they use “persistent” cookies, which can be used to recognize when a
user returns to the same site;80 as Canadian Tire explains:
When you visit a website, the website saves the file with a matching identifier. When
you revisit the site days or weeks later, the site can recognize you by matching the
cookie on your computer with the matching identifier in its database.81
These technologies also help to track single users on the various devices they use. For example,
consumers may still be tracked if they are using a mobile device or multiple web browsers:
Booking.com makes use of something known as cross-device tracking in order to
optimize our services and marketing activities. This may be done with or without the use
of cookies […]. With cross-device tracking, Booking.com is able to track user behavior
across multiple devices. As part of cross-device tracking, Booking.com may combine
data collected from a particular browser or mobile device with another computer or
device linked to the computer or device from which the data was collected.82
Companies do not provide exhaustive lists of all the data they collect with these technologies.
They only provide examples of the types of data that can be collected: the IP address, browser
type, the internet service provider or the name of the computer’s operating system. They also
refer to information on consumer online activity, such as the date and time the user visited the
site, their browsing history, or the address of the originating webpage. Walmart explains this as
follows:
We may collect technical information such as your internet protocol address, device
identifier (or UDID), type of device, your computer’s operating system and browser type,
your internet protocol (IP) address, the date and time you accessed our service, the
address of a referring website, if any, and the path you take through our web pages.83
Booking.com says it is even able to gather information related to the user’s cursor or mouse
movements:
It also means we can use details about how you interacted with the site, like the number
of clicks you make on a given page, your mouse movements and scrolling activity, the
search words you use, and the text you enter into various fields.84

80

In particular, we found references to this effect on the Walmart, Canadian Tire and Air Canada sites. The
Booking.com website claims that its cookies have a life-span of up to 5 years.
81 http://www.canadiantire.ca/en/customer-service/policies.html#privacypolicy
82 https://www.walmart.ca/en/help/legal#
83 https://www.walmartcanada.ca/article/privacy-policy
84 https://www.booking.com/content/privacy.en-gb.html
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Similarly, when users shop using a merchant’s mobile app, information received by the mobile
device, such as their GPS data, may be collected:
When you install our mobile app, we may request your consent to collect location
information. If you opt-in to location-based services, we may collect data related to your
location based on GPS data, unique identifier (UDID) or cell tower information.85
Some companies, such as Air Canada, also explain that they are able to tell whether a user has
viewed the emails they sent and connect this information to user's profile.86
Companies state in their policies that they may collect and use data collected by other
companies outside their platforms. However, our reading of these documents did not allow us
to understand the exact practices used, the scope of these exchanges and their purpose. For
example, Home Depot refers to its practices in this regard in rather imprecise terms:
We collect personal and other information about users over time and across different
websites when you use this website or service. We also have third parties that collect
personal information this way.87
Some merchants suggest that they can collect data from users’ social media accounts.88 This is
the case with Booking.com, which consumers can log onto via their Facebook account:
When you register with a Booking.com social media app or connect to a social media
messaging service without having a Booking.com user account, the information you
choose to share with us may include the basic information available in your social media
profile (including your e-mail address, status updates and a list of your contacts). We’ll
use this information to help provide you with the service you requested – for example,
to forward a message you want to send to your contacts or to create a personalised user
experience in the app itself or on our websites. It means that if you want us to we can
tailor our services to suit your needs, connecting you and your friends with the best
travel destinations and analysing and enhancing our travel-related services.89

85

https://www.walmartcanada.ca/article/privacy-policy
Air Canada explains that its emails contain a cookie that which may be linked to the user’s online activities: “This
unique cookie is later used to connect the email recipient with the subsequent recipient activity on the client
website.”
87 https://www.homedepot.ca/en/home/customer-support/privacy-and-security.html#how-we-use-information
88 We found some very vague references to this effect on the Home Depot and Walmart websites. The Home Depot's
privacy policy states: “When you engage with our content on or through third-party social networking websites, plugins and applications, you may allow us to have access to certain social media account information (e.g., name,
username, email address, gender) as determined by the settings of the social media services to deliver the content or
as part of the operation of the website, plug-in or application.” Walmart states as follows: “We may be able to give
you the opportunity to interact with our content on or from social networking sites, add-ons and third party
applications. When you interact with our content in this way, you may be giving us access to information associated
with your social networking account (e.g. Name, username, email address, profile photo) in order to deliver content
or in connection with the operation of the website of the extension module or app. It could happen that we use this
data to confirm your identity and personalize your experience on our Web site or our mobile application on social
networking sites, plug-ins and third party applications.”
89 https://www.booking.com/content/privacy.en-gb.html#policy-social
86
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Although this combination of data provides an opportunity to learn a lot about a consumer,
many companies claim that they do not identify the person. Air Canada, on its home page, says
its cookies “are not linked to identifiable information.”90 The same goes for Costco, which seeks
to reassure customers by saying that it “does not use cookies to collect any of your personal
information.”91 In short, it is assumed that the data collected on a person does not permit them
to be identified – because no name will be directly attached to it.
Among the companies selected, only Booking.com states that this data may actually identify
someone:
Cookies are used for different purposes. They allow you to be recognised as the same
user across the pages of a website, between websites or when you use an app.92
This statement by Booking.com is perhaps explained by the fact that it is the only company in
our sample that is based in Europe, where the concept of “personal data” is construed more
broadly, since obligations with regard to privacy protection are more stringent than in North
America (see Section 4.2).

2.2.3. Some differentiating factors
The analysis of the information provided by merchants allowed us to detect only a few explicit
references to factors that could cause prices advertised online to vary.
First, just as in a traditional store, the fact that a consumer is a member of an organization can
vary the price they will pay. For instance, consumers who are Expedia members are eligible for a
10% discount on their purchases. As far as this form of “price differentiation” is concerned, one
cannot truly say that it is a phenomenon peculiar to the digital environment.
Another factor in differential pricing depends on the geographical location of the person.
Walmart mentions that the consumers’ postal code is likely to affect the prices they are asked to
pay:
the price of some of the products available online will vary based on your shipping
location. The first time you visited Walmart.ca you were asked to enter your postal
code. This postal code is stored as your shipping location for all of your visits to
Walmart.ca.93
Home Depot also mentions that a consumer’s geographic location may affect the price
displayed. It explains that where the consumer is located is determined on the basis of their IP
address or in the case of a mobile device, by their GPS data.
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This statement appears in a window on the Air Canada home page.
https://customerservice.costco.ca/app/answers/detail/a_id/202/kw/cookies
92 https://www.booking.com/content/privacy.en-gb.html
93 https://www.walmart.ca/en/help/products
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If you use our mobile websites, mobile applications, or other smart device applications
we may collect location data obtained from your device. If you use our websites, we
may collect location data obtained from your IP address. We use this location data to
find our nearest store to you, provide product pricing and availability at our stores near
you and provide driving directions to our stores.94
For both retailers, it seems that the user's location could be a criterion used to determine
price.95
For its part, Booking.com suggests that search results may be ranked differently on the basis of
consumer-related factors, including their browsing history. The company explains that the
“default” ranking is carried out automatically using algorithms that change continually “in order
to match searchers and accommodations in an optimal way.” It continues:
The actual ranking will be different for each customer and for each search as there are
many criteria included, for example the popularity of an accommodation premises
among our visitors (e.g. guest reviews), customer service history (including the number
and type of guest complaints), certain booking-related data (e.g. number of bookings,
cancellations, conversion rate, overbookings, availability, etc.) and the (past) browsing
activities of a visitor.96
Booking.com, which is based on a business model whereby it is remunerated by third parties,
also explains that companies can pay to have a higher ranking in the search results.
Finally, some merchants’ statements suggest that they may vary prices randomly in order to
conduct tests to see which advertisements attract the most interest from customers. Canadian
Tire states that it may use the data it collects to “perform tests to implement or modify
systems.97 More generally, many companies say that they use the data for “marketing, market
research and surveys,”98 which could include the implementation of random market tests.

2.2.4. Customizing the user experience
We have observed that merchants are rather laconic when it comes to their differential pricing
practices. However, the lack of explicit mentions in this regard is not incontrovertible proof that
it is not one of their practices. In this regard, all the companies surveyed express themselves in
terms vague enough to allow them a lot of leeway with the uses they put the data to.
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https://www.homedepot.com/c/Privacy_Security#Information_Collected
Note that this result is similar to that of a survey conducted by the Wall Street Journal in 2012, which revealed that
the Staples retail chain varied prices based on customers’ location. See Jennifer Valentino-Devries, Jeremey SingerVine, Ashkan Soltani, Websites Vary Prices, Deals Based on users' Information, December 24, 2012
http://www.wsj.com/articles/SB10001424127887323777204578189391813881534
96 https://www.booking.com/content/terms.en-gb.html
97 https://www.ctfs.com/content/ctfs/en/legal_privacy/privacy_charter.html
98 https://www.airtransat.com/en-CA/Legal-notice/Privacy-policy
95
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For instance, they all claim that they can use the data collected “to personalize the consumer
experience.” But this could also mean that they can customize the prices displayed to
consumers. Moreover, the companies say they make various uses of the data collected, which
they express differently, as follows:
 to “help optimize your shopping experience, to evaluate use of the sites, and to support
Site analytics and marketing campaigns”;99
 to “gain insight into how our visitors use Booking.com [...] to find out what works and
what doesn't, optimize and improve our websites or apps”;100
 to “identify your interests and share them with advertisers on our partners’ websites so
as to send you personalized offers and targeted advertising”;101
 to “otherwise customize your experience on our Services”;102
 to “look at website trends and customer interests.”103
These statements leave one wondering about the possibilities that these companies are creating
for themselves to use the data they collect however they wish. In fact, the reasons they give are
so broad that they in no way exclude the possibility of differential pricing.
In short, while all the merchants surveyed assert that they collect an enormous range of
consumer-generated data, information about the possibility that this is used to differentiate
prices or manipulate search results is very sparse. Although all the companies say they can use
the data they collect for extremely varied purposes including customization, we found very few
unambiguous statements about price differentiation.

2.2.5. Avoiding online tracking
Certainly, we cannot expect to discover the extent to which prices or search results can be
modified in accordance with users’ profiles simply by reading the policies published by the
companies themselves. However, this reading does tell us that those who visit their sites are
tracked, that they are subject to large-scale data collection, and that the customer’s experience
can be customized according to the information that is collected about them.
Merchants generally obtain the consumers’ consent to these practices automatically. Once a
visitor lands on the online platform of one of these merchants, they are deemed, according to
their policies, to have accepted their practices. By way of illustration, Booking.com states:
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https://www.costco.ca/privacy-policy.html
https://www.booking.com/content/privacy.en-gb.html
101 https://www.airtransat.com/en-CA/Legal-notice/cookies
102 https://www.expedia.ca/p/support/privacy
103 https://www.homedepot.ca/en/home/customer-support/privacy-and-security.html
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If you disagree with this Privacy Statement, you should discontinue using our services. If
you agree with our Privacy Statement, then you’re all set to book your next Trip through
us.104
However, consumers may wish, for a variety of reasons, not to be the object of such systematic
data collection. Is there anything they can do to escape being monitored? Can they legitimately
refuse?
The solutions offered by companies are hardly convenient. Most merchants’ privacy policies
candidly state that users may choose to configure their web browsers to block cookies to limit
the sites’ collection capabilities.105 However, they warn that this will result in consumers not
being able to make a purchase:
While cookies are optional for browsing Costco.ca, they are required for registering,
logging on, purchasing or adding items to your cart. If you wish to purchase items or set
up an account on Costco.ca, you will need to accept a Costco.ca cookie.106
Note, moreover, that many of the technologies such as Flash cookies or web beacons employed
by companies cannot be circumvented by the options available on the users’ browser (see
Section 1.2). This means that the solution proposed is not only inconvenient, but may also be
insufficient to avoid online tracking completely.
In turn, Expedia invites users who do not wish to be tracked to shop by phone, rather than
online:
If you do not want Expedia to collect or use this session information, you can access the
travel services we offer “offline” by booking travel through our call center.107
When it comes to avoiding being monitored by the platform, Booking.com suggests that users
log out of their account:
In order to optimize the content of the Booking.com newsletter, Booking.com combines
the searches and reservations made from different computers and devices while you are
logged into your user account on each of these computers and devices. If you do not
want Booking.com to combine such data for newsletter generation or to optimize the
content of our websites and/or apps, either log out of a device or computer or
unsubscribe from the Booking.com newsletter.108
In sum, it appears that the solutions offered to consumers to avoid online tracking – and the
possibility that prices will be differentiated based on information collected about them — are
limited and ineffective.
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https://www.booking.com/content/privacy.en-gb.html
Air Canada, Costco, Home Depot and Walmart make statements to this effect.
106 https://www.costco.ca/privacy-policy.html#cpp10
107 https://www.expedia.ca/p/support/privacy
108 https://www.booking.com/content/privacy.en-gb.html
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3. The consumers’ point of view
In order to better inform ourselves on Canadian consumers’ awareness of differential pricing
and their perceptions of this practice, we conducted a survey of 107 Canadian participants aged
18 to 64, including 17 from Alberta, 18 from British Columbia, 34 from Ontario and 35 from
Québec.
Immediately after answering the survey questions, some of the consumers participated in our
field investigation using the our plug-in (section 2.1). This hybrid method of survey and online
survey allowed us to accelerate the process of searching for participants and obtaining data.
The survey was divided into two sections. The first section, composed of 9 true or false
questions, was aimed at determining how much participants know about how their personal
data is used by online marketers. A second section, consisting of 16 questions on a Likert scale,
was aimed at obtaining the respondents’ views on merchants using their personal information
online and on differential pricing.109 The size of the sample and the scale used for the answers
made it possible to perform statistical analyses on small samples.

3.1. Online consumer profile
First, we wanted to determine our participants' profiles. We therefore asked them how often
they shopped online, whether they intended to make purchases online in the coming year and
the type of device they most often use to do so.
Eighty percent said they made online purchases at least once a month.110 While it is normal to
expect respondents to an online survey to be relatively comfortable with this type of practice,
this high percentage confirms the degree to which online shopping has become an integral part
of Canadian consumer habits. In addition, 98% of respondents said they intend to shop online
just as often, or more often, in the coming years.111
We also wanted to know what kind of devices the participants used when shopping online.112
Their responses indicated that the personal computer remains the preferred means of doing
online shopping; in fact, 74% of respondents said they mostly shop online using a personal
computer. Only 25% said they use a smartphone or a tablet.
These results are similar to those in other studies reporting on online buying habits: although
sales via smart phones are growing rapidly, the largest volume of purchases is still made via
personal computers.113
109

The questions and complete survey results appear in Appendix 2 (the results are presented in French). Note that
we emphasize some of the survey questions in our analysis, while some of the questions are not addressed.
110 Appendix 2, question Q1. Note that the results presented as percentages have been rounded off to the nearest
unit.
111 Appendix 2, question Q2
112 Appendix 2, question Q3
113 CEFRIO, , Le commerce électronique au Québec: croissance des achats en ligne sur mobile, NETendances, 2015,
online: https://cefrio.qc.ca/netendances/le-commerce-electronique-quebec-croissance-achats-en-ligne/croissanceOption consommateurs, 2018
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A comparison of the age of respondents who preferred the personal computer and those who
preferred smartphones, clearly shows that the smartphone users were significantly younger
than the personal computer users. The average age of personal computer users was between 40
and 44, while that of smartphone users was between 30 and 34.

3.2. Consumers’ knowledge
In order to establish a portrait of consumer knowledge on the use of personal data by online
merchants, we asked the participants in our survey a series of nine questions.114 They were told
that they had to answer true or false:
1- Merchants can track my online activities only when I'm on their websites. (Correct
answer: False)
2- Most e-commerce websites allow me to easily delete the information they have
gathered about me. (Correct answer: False)
3- The information that online merchants have about me can be used to determine the
prices they will charge me when I shop on their websites. (Correct answer: True)
4- Online merchants are allowed to share the information they collect on me with their
subsidiaries. (Correct answer: True)
5- It is legal for an online merchant to simultaneously bill two consumers a different price
for the same product. (Correct answer: True)
6- It is legal for an offline merchant to simultaneously bill two consumers a different price
for the same product. (Correct answer: True)
7- When an online merchant has a privacy policy, it means he will not share my personal
information with other companies. (Correct answer: False)
8- A company can know that I have read an email it sent to me even if I do not answer it.
(Correct answer: True)
9- When I browse the site of an online merchant, the latter can collect information about
me, even if I do not buy anything. (Correct answer: True)

achats-ligne-mobile/. CIRA, The State of E-commerce in Canada, CIRA Internet Factbook, 2016, online:
https://cira.ca/sites/default/files/public/Ecommerce-Factbook-March-2016.pdf
114 Some of these questions are taken from American studies focused on discovering users’ knowledge of the
practices of online marketers. See in particular: Joseph Turow et al., Open to Exploitation: America's Shoppers Online
and Offline, Annenberg School for Communication, 2005.
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We averaged the correct and incorrect responses for each respondent to assign each of them a
score corresponding to their level of knowledge. The average score for their answers to the nine
questions was 59%.
It is noteworthy that 65% of participants answered “true” to the statement: “The information
that online marketers have about me can be used to determine the prices they will charge me
when I shop on their websites.” Similarly, 83% of respondents answered “true” to the
statement: “When I visit the website of an online retailer, it can collect information about me,
even if I do not buy anything.”
Considering that the practices of online businesses are so complex and invisible, this positive
response rate seems rather high. However, it should be borne in mind that the use of a survey
as collection method does not allow for nuanced responses. For example, in discussion groups
on online behavioural advertising conducted by Option consommateurs in 2015, consumers
generally responded that they knew that they could be tracked online by companies; however,
when the practices of technology companies were explained to them, they were surprised at
the extent of the data collection involved.115

3.3. Consumer perceptions
We presented the participants with 16 statements and asked them to give us their opinion by
expressing their response in the form of a score on the Likert scale.116 The point here was to find
out their perceptions of merchants’ practices related to the use of their online personal
information and differential pricing. To better compare the answers, we established an
acceptability index for each question by allocating points in accordance with the answers
given.117
3.3.1. Regarding the practices of online merchants
We asked the participants questions about their perceptions of companies that collect their
personal information online and about their level of confidence in such companies. On both
aspects, the participants' reactions were mixed.
First of all, they were mostly (58%) open to the idea of merchants retaining information about
their purchasing behavior.

Statement: It is acceptable for online merchants to keep detailed records of my
purchasing behaviour.

115

Alexander Plourde, How Free is “Free”?: Setting limits on the collection of personal information for online
behavioural advertising. Option Consommateurs, 2015, pp. 32-33
116 The possible answers were “strongly agree,” “agree,” “strongly disagree,” and “somewhat disagree.”
117 “Strongly” answers received two points and “somewhat” answers received one point. We calculated the points
difference between the “agree” and “disagree” answers. The resulting difference between positive and negative
responses allowed us to determine the index of acceptability for each question.
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Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree

01
02
03
04

N = 107
16
29
48
14

100%
15%
27%
45%
13%

Acceptability: +15

However, only a minority of participants (46%) said they were not bothered by the fact that the
websites they visit collect personal information about them.

Statement: It does not bother me that the websites I visit collect personal
information about me.

Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree

01
02
03
04

N = 107
20
37
39
11

100%
19%
35%
36%
10%

Acceptability: -16

The confidence that participants expressed in online merchants and their practices was
mitigated, to say the least. For example, over half (59%) believe that the use of personal data by
companies could be harmful to them.118 In addition, 69% said they were nervous about the fact
that companies have information about them.119 Finally, over half (53%) said they do trust
online merchants when they say they will not share personal information with other
companies.120
As for the information provided by merchants, our survey reveals that 61% of consumers do not
find the privacy policies on their Web sites easy to understand.121 This result echoes the
literature on the subject, which indicates that consumers do not read privacy policies, which are
generally not designed to be easily understood by the general public.122
118

Appendix 2, question Q22J. This is the sum of the “strongly disagree” and “somewhat disagree” responses to the
statement: “What companies know about me can’t hurt me.”
119 Appendix 2, question Q22K. This is the sum of the “strongly agree” and “somewhat agree” responses to the
statement: “I’m nervous about businesses that have information about me. “
120 Appendix 2, question Q22P. This is the sum of the “strongly disagree” and “somewhat disagree” responses to the
statement: “I trust that online merchants will not share information with other companies when they say they will not
do so.”
121 Appendix 2, question Q22M. This is the sum of the “strongly disagree” and “somewhat disagree” responses to the
statement: “The privacy policies of merchants’ websites are easy to understand.”
122 Aleecia M. McDonald and Lorrie Faith Cranor, “The Cost of Reading Privacy Policies” (2008) 4 543 ISJLP
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3.3.2. Regarding differential pricing
We asked the participants a number of questions about the acceptability of online differential
pricing. All their answers to these questions clearly showed that consumers are opposed to such
practices.
At the outset, 64% of participants claimed to disagree with online marketers being able to
charge different prices for the same product at the same time.123 Similarly, 75% considered it
unacceptable that their online merchant could charge them a different price than that charged
to other customers.124 In both cases, only 7% of respondents were wholly in agreement with
these practices.
Participants seem to care about equal treatment for consumers. In fact, 75% of respondents
reported being bothered by the possibility that other consumers might pay a different price
from them for the same product.

Statement: It would bother me to learn that others pay a different price than me
for the same product.

Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree

01
02
03
04

N = 107
6
21
35
45

100%
6%
20%
33%
42%

Acceptability: -92125

We can therefore conclude that the participants do not view such discrimination in a favourable
light. It is not clear, however, whether they have ever considered that other consumers might
pay a higher price than they, which could entail savings for them.
Furthermore, while the participants were rather open to online merchants collecting their
personal information (Section 3.3.1), using such information for the purposes of differential
pricing seemed to be far less accepted. For example, 64% of participants felt it was unacceptable

123

Appendix 2, question Q22C. This is the sum of the “strongly disagree” and “somewhat disagree” responses to the
statement: “It is acceptable for an online merchant to simultaneously bill different people different prices for the
same product.”
124 Appendix 2, question Q22F. This is the sum of the “strongly disagree” and “somewhat disagree” responses to the
statement: “It is acceptable for an online merchants to bill me a different price than other customers.”
125 Since the meaning of this question is the opposite of that of the other questions (“It would bother me” rather than
“It is acceptable”), we reversed the index of acceptability for the results of this question to permit it to be more easily
compared to the other indices. The 125 points assigned to the “agree” responses to the statement were posted
negatively in order to match the unfavourable nature of the claim.
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that an online merchant could charge them a price based on what he knows about them.126 The
same was true for the customization of online prices.

Statement: It is acceptable for online merchants to use the information they have about
me to customize the prices of the products they offer me.

Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree

01
02
03
04

N = 107
31
37
28
11

100%
29%
35%
26%
10%

Acceptability: -49

The difference in acceptability between general questions about merchants collecting personal
information and those about the use of this information in order to differentiate prices suggests
that consumers sometimes have difficulty understanding how online merchants actually use
that information. In addition, participants seem to react more negatively when they are put in a
situation which the inequity is easy to measure, such as when they can see that one consumer
has been charged a different price than another.
However, participants seem to welcome the fact that merchants can offer them products based
on personal information they have collected about them. Unlike most of the statements related
to pricing, the following applied only to the products themselves.

Statement: It is acceptable for online merchants to use the information they have about
me to customize the products they offer.

Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree

01
02
03
04

N = 107
9
28
49
21

100%
8%
26%
46%
20%

Acceptability: +45

Finally, we asked the participants what obligations should be imposed on online marketers. This
time, their answers were unequivocal.

126Appendix

2, question Q22A. This is the sum of the “strongly disagree” and “somewhat disagree” responses to the
statement: “It is acceptable for an online merchant to bill me a price based on what he knows about me.”
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Statement: Online merchants should be required to inform their customers that they
have different prices for the same products.

Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree

01
02
03
04

N = 107
4
16
40
47

100%
4%
15%
37%
44%

Acceptability: +110

Since 81% of respondents believe that merchants should be required to inform their customers
that there are different prices for the same product, we can state that consumers expect
transparency from merchants. Of all the questions, this is the one that received the highest
index of acceptability by far.

Option consommateurs, 2018

36

Modulation of the price advertised online

4. Some legal avenues
4.1. An overview of the Canadian legal framework
In Canada, there are no legal provisions specifically governing the practice of online differential
pricing. However, different areas of law—including consumer protection, privacy protection and
even the right to equality—do contain provisions that may be relevant to these business
practices.
4.1.1. Anticompetitive practices
Although competition law is often mentioned in the context of differential pricing, the
provisions of the Competition Act127 that address this practice apply only to relationships
between companies. These provisions are primarily intended to prevent companies from
harming competition, not to directly protect consumers who shop on the Internet.
Until 2009, the Competition Act explicitly prohibited differential pricing, that is, the practice of a
supplier granting a lower price to a buyer than the one offered to other buyers for items of
similar quality and quantity.128 However, the economic rationale of this provision was
questioned129 and it was little used in court.130 The provision was finally repealed in the
amended version of the Competition Act of 2009.131
While the Competition Act does not explicitly address differential pricing, certain manifestations
of this practice may still constitute abuse of market dominance under the Act.132 Abuse of
dominance occurs when a company uses its strong position in a market for engaging in anticompetitive activities that have a detrimental effect on competition. It is therefore likely that
some forms of differential pricing that would have a deleterious effect on competition could be
considered anticompetitive practices.133
4.1.2. Representations on prices
In Canada, there are several consumer protection standards that place obligations on merchants
regarding the price of the goods they sell. In addition, prohibitions on deceptive trade practices
and false representation may also be applicable to practices related to the display of prices.
127

Competition Act, RSC (1985), c. C-34 (hereinafter the “Competition Act”)
The prohibition appeared in s. 50 of the Competition Act. See Yves Bériault, Madeleine Renaud, and Yves Comtois,
Le droit de la concurrence au Canada, Thomson Carswell, 1999, p. 159
129 In fact, economic arguments have been put forward to oppose this prohibition; one argument in particular
maintains that it hinders competition, by interfering with price negotiations. See Yves Bériault, Madeleine Renaud,
and Yves Comtois, Le droit de la concurrence au Canada, Thomson Carswell, 1999, p. 152
130John F. Blackney and Olivia Wright, “Price Discrimination and Promotional Allowances Under The Competition Act:
A Suggestion for Pragmatic Reform” (2008-2010) 23 Can. Comp. Rec. 78, p. 79
131In 2009, significant amendments were brought to the Competition Act in an attempt at modernization. See:
http://www.competitionbureau.gc.ca/eic/site/cb-bc.nsf/eng/03045.html
132 Competition Act, 78 and 79
133 Susan M. Hutton, Competition Law in Canada, Wolters Kluwer, p. 113
128
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These standards were first adopted in order to regulate the display of prices in stores. For
example, the Scanner Price Accuracy Code requires that merchants display the price of a product
either on a label affixed to the product or on a label on the shelf.134 Although this code is
voluntary, many major retailers in the country adhere to it.135 Similarly, Québec’s Consumer
Protection Act provides that merchants must clearly and legibly indicate the price of a product
on the product itself.136 Québec merchants can avoid this obligation by using labeling on the
shelves, provided that they conform to the Policy on Accurate Pricing.137
In short, the price of goods sold in stores should be displayed–either directly on the good itself
or one a label on the shelf it is located on. As Professor Pierre-Claude Lafond explains, these
price display standards have traditionally made price customization difficult in brick-and-mortar
retail stores:
Consumers have the right to know the price of a good before they even think about
buying it. Keep in mind that for the consumer, price is the first comparison factor. [...]
Mandatory labeling permits price uniformity, which avoids the risk that the price will
vary from one consumer to another, depending on the whim of the merchants or the
personality of the consumer.138
As we have seen, however, electronic commerce has changed the rules of the game. In the new
environment created by the possibilities offered by digital technology, Professor Lafond’s
position is seriously weakened.
Certainly, there are also requirements in Canadian law relating to the display of prices on the
internet. The Internet Sales Contract Harmonization Template, which the Canadian provinces
use as the basis for developing their provisions with regard to electronic commerce, contains
the obligation to indicate the price of goods offered to consumers before an online sale is
concluded.139

134

Retail Council of Canada, Scanner Price Accuracy Code, Section 4. Online: https://www.retailcouncil.org/scanneraccuracy
135 There are number of these retailers such as Costco, Home Depot Canada, and Walmart.
136 Consumer Protection Act, RSQ, c P-40.1, s. 223
137 Regulation respecting the application of the Consumer Protection Act, CQLR c P-40.1, r 3, s. 91.4-91.5; Order in
Council respecting the Policy on accurate pricing for merchants who use optical scanner technology, c. P-40.1, r. 2
138 Pierre-Claude Lafond, Droit de la protection du consommateur: théorie et pratique, Yvon Blais, 2015, p. 247
139 Internet Sales Contract Harmonization Template, OCA, May 2001 online: https://ic.gc.ca/eic/site/ocabc.nsf/eng/ca01642.html. The provisions of this harmonization agreement have been introduced in the Canadian
provinces, although with some differences. See: Annik-Krams Belanger, Le point de vue des Canadiens sur
l’harmonisation des normes de protection du consommateur, Option consommateurs, 2015, p. 15-19, Option
consommateurs, 2015, p. 15-19. In Quebec, the Consumer Protection Act stipulates that merchants must provide,
before the conclusion of an online sale, “a detailed description of goods or services that are to be the object of the
contract, including characteristics and technical specifications;” and to do so in a clear and intelligible way. See:
Consumer Protection Act, RSQ, c P-40.1, s. 54.4. The same is true in Ontario, where the merchant must clearly indicate
and highlight the “itemized list of the prices at which the goods and services are proposed to be supplied to the
consumer, including taxes and shipping charges.” See: Consumer Protection Act, 2002, SO 2002, c. 30, Schedule A, s.
5, 38; Reg. of Ont. 17/05: General, s. 32.
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Furthermore, online marketers, just like those in traditional stores, are required to meet several
obligations with regard to representations on advertised prices. These obligations are specified
in provincial consumer protection legislation and in the Competition Act.
First of all, Canadian law provides that the prices a merchant advertises must include all the
costs that the consumer has to pay.140 For example, in 2018, the Competition Bureau initiated
legal proceedings against Ticketmaster, accusing the company of not including any of the costs
that the consumer had to pay in the ticket prices it advertised on its website.141 Note also that
the area of airline ticket sales, in which online merchants used to add numerous charges to the
initially advertised ticket price, has been the target of special regulation by the federal
government.142
Also, merchants are forbidden to advertise false sales.143 This refers to any process that leads
consumers to believe that a product is being offered at a lower price than the regular price.144
False sales practices can be found online and at traditional retailers. For example, in 2017,
Amazon was caught out by the Competition Bureau, which decided that the regular prices the
merchant advertised were sometimes artificially inflated. The case ended with a settlement
agreement in which Amazon agreed to pay over a million dollars in penalties.145
We can see that none of these standards relating to price display prevent online merchants
from displaying different prices to different consumers based on different criteria. However, it
cannot be concluded from this that merchants should not be honest and fair in their
representations on prices.
In general, Canadian law also prohibits merchants from making false or misleading
representations to consumers; this prohibition also applies to omitting to mention an important
fact to the consumer.146 But is a merchant who does not clearly inform the consumer that it
customizes price based on the consumer’s profile failing to mention an important fact? Given
the important role played by price in consumer purchasing choices, this question deserves to be
pursued further.
140

The Competition Act. 74.05. In Quebec, the Consumer Protection Act, RSQ, c P-40.1, s. 224. See also: Stratos
Pizzeria (1992) inc. v. Galarneau, 2015 QCCS 2353
141 https://www.newswire.ca/news-releases/competition-bureau-sues-ticketmaster-over-misleading-ticket-priceadvertising-671140343.html
142 In 2012, the federal government stepped in to ensure that the prices advertised for airline tickets include all the
costs that consumers will have to pay for their trip. See: Canada Transportation Act, SC 1996, c. 10, s. 86.1; Air
Transport Regulations, SOR/88-58, s. 135.5-135.92
143 The Competition Act. 74.01 (2) and 74.01 (3); Consumer Protection Act, RSQ, c P-40.1, 225. The Competition
Bureau has also issued guidelines to determine what constitutes a “regular price.”
http://www.bureaudelaconcurrence.gc.ca/eic/site/cb-bc.nsf/fra/03125.html
144 Generally, merchants are able to give the illusion of a discount by inflating the regular price of the good or service.
See: Jean-François Vinet, Real or contrived sales? A framework for sales in Canada and abroad and data collection in
the Canadian retail market, Option consommateurs, 2011
145 http://www.bureaudelaconcurrence.gc.ca/eic/site/cb-bc.nsf/fra/04187.html
146 Competition Act. Ss. 52 and 74.01; Consumer Protection Act, RSQ, c. P-40.1, ss. 219 and 228; 2002 Consumer
Protection Act, 2002, c. 30, Schedule A, s.14. See also: http://www.competitionbureau.gc.ca/eic/site/cbbc.nsf/eng/04187.html. It should also be remembered that courts in Quebec have maintained a liberal interpretation
of the Consumer Protection Act, whereby the misleading nature of a representation is assessed from the perspective
of a credulous, inexperienced consumer. See Richard v. Time Inc., (2012) 1 SCR 265
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4.1.3. Digital data and protection of privacy
As we have seen, in order to customize prices, merchants may use a vast range of data
generated by the users who visit their websites. Undeniably, such a massive store of data that
can be used for commercial purposes raises serious concerns with regard to privacy protection.
In Canada, the Personal Information Protection and Electronic Documents Act,147 and equivalent
provincial legislation,148 apply when a company collects, uses or discloses personal information
for commercial purposes.
The notion of “personal information” is interpreted broadly in Canadian law. Whenever an item
of information, alone or combined with others, presents a serious opportunity to identify a
person, it will be considered to be personal information.149 Depending on the context, this
definition can encompass numerous types of data generated by a consumer in the digital
environment: their IP address,150 their geolocation,151 information about them contained in
cookies,152 the unique identifier of their mobile device,153 or their browsing history.154
Contrary to the claims of some of the companies whose privacy policies we analyzed (Section
2.2.2), the data they collect online is not “anonymous” merely because it does not have
someone’s name attached to It. For example, an individual could be identified by combining
information such as browsing history and geolocation. Thus, there is little doubt that most of the
data collected by the online marketers in our study will be considered personal information—
and these companies are therefore subject to Canadian privacy laws.
These laws do not prevent online differential pricing. Merchants have the right to collect, use or
disclose personal information from consumers in determining the selling price of their goods.
However, in doing so, they must comply with the obligations laid down by law, such as the
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The Personal Information Protection and Electronic Documents Act (PIPEDA), SC 2000, c. 5 (hereinafter “PIPEDA”)
Section 26 (2) b) of the Federal Act allows the federal government to exclude from its application the collection,
use or disclosure of personal information that takes place within a province that has enacted a “substantially similar”
law. Three Canadian provinces have laws that have been the subject of an exclusion order: Quebec, with its Act
Respecting the Protection Of Personal Information In The Private Sector r, RSQ, c. P-39.1 (hereinafter “Quebec Act”);
Alberta, with its Personal Information Protection Act, SA 2003, c. P-6.5 (hereinafter “Alberta Act”); and British
Columbia, with its Personal Information Protection Act, SBC 2003, c. 63 (hereinafter “British Columbia Act”). Similarly,
other provinces have passed laws that are essentially equivalent, but apply only to health information custodians:
Ontario, New Brunswick, Newfoundland and Labrador and Nova Scotia. See in this regard:
http://publicitecomportementale.openum.ca/articles/article-26-reglements/
149 See especially: Gordon v. Canada (Health), 2008 FC 258
150 OPC, “Assistant Commissioner recommends Bell Canada inform customers about the deep packet inspection,“
PIPEDA Report of Findings #2009-010, September 2009
151 OPC, “use of personal information collected by Global Positioning System considered,” PIPEDA Report of Findings
#2006-351
152 OPC, “Customer complains about airline’s use of “cookies” on its Web site,” PIPEDA Report of Findings #2003-162
153 OPC, “Apple called upon to provide greater clarity on its use and disclosure of unique device identifiers for
targeted advertising,” PIPEDA Report of Findings #2013-017, November 20, 2013
154 OPC, “use of sensitive health information for targeting of Google ads raises privacy concerns, “PIPEDA Report of
Findings, #2014-001, January 14, 2014
148
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protection against compromising their personal information and the right of access to such
information.
Specifically, the federal law imposes an important obligation of transparency on businesses: that
they must offer easily accessible, understandable information about their practices.155
Companies operating in Canada most often fulfill this obligation by publishing a privacy policy.156
Companies must not only inform consumers of how they use their personal information, they
must also obtain their consent.157 Under federal law, this consent is deemed to be valid only if it
is reasonable to expect that the person giving the consent understands the nature, purpose and
consequences of the collection, use or disclosure of their personal information.158 In obtaining
consent, the individual’s reasonable expectations must also be taken into consideration; if the
company intends to use the personal information for purposes that consumers might not
naturally expect, it should make an effort to clearly inform them of this.159 Finally, the form of
consent may vary depending on the sensitivity of the personal information. Express consent
must be obtained from the person when delicate information is involved.160
In practice, companies generally obtain the consumer’s consent by means of their privacy policy,
to which the consumer must agree in order to use the company’s website. This is the modus
operandi employed by the companies in our study (Section 2.2.5). This practice may not always
be sufficient to satisfy the requirements for valid consent as defined by law. Indeed, in its recent
guidelines on consent, the Office of the Privacy Commissioner (OPC) states:
In order for an organization to demonstrate that it has obtained valid consent, pointing
to a line buried in a privacy policy will not suffice. Instead, organizations should be able
to demonstrate […] that they have a process in place to obtain consent from individuals,
and that such process is compliant with the consent obligations set out in legislation.161
Since online differential pricing is not a practice familiar to all consumers (see Section 3), it is
likely that merely slipping a few mentions about these practices inside a privacy policy may not
be enough to obtain valid consent. It would appear that we are getting quite close here to the
obligations under the Consumer Protection Act (Section 4.1.2), which require the merchant to
disclose a important fact to the consumer.
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PIPEDA, Principle 4.8
Note here that PIPEDA Principle 4.1.4 requires that a company acquire documents to “explain the organization's
policies and procedures.”
157 PIPEDA, Principle 4.3
158 PIPEDA, s. 6.1 and Principle 3.2. See also: OPC, Consent and Privacy: A discussion paper exploring potential
enhancements to consent under the Personal Information Protection and Electronic Documents Act, 2016, pp. 3-4
159 PIPEDA, Principle 4.3.5
160 PIPEDA, Principles 4.3.4 and 4.3.6. See also: British Columbia Act, s. 8 (3); Alberta Act, s. 8 (3). The definition of
“sensitive” information remains elusive, as it is dependent on context. For example, financial information is generally
considered sensitive, but it may be seen as less so in certain cases. See: Royal Bank of Canada v. Trang, 2016 SCC 50,
para. 36-42. Note that in Quebec, the law does not provide for varying degrees of consent with regard to sensitive
information.
161 https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
156

Option consommateurs, 2018

41

Modulation of the price advertised online

4.1.4. Online differential pricing and the right to equality
In order to perform online differential pricing, merchants need to make distinctions between
different individuals based on characteristics that may impinge on several facets of their
personal identity. Such distinctions raise their share of ethical and equity issues. In the eyes of
the law, are there any circumstances under which merchants may discriminate among
consumers, to the detriment of some of them?
Privacy laws in Canada offer possible avenues through the limitations they impose on certain
practices. In fact, there is one obligation that is consistent in all these laws: “An organization
may collect, use or disclose personal information only for purposes that a reasonable person
would consider are appropriate in the circumstances.”162 This requirement ensures that certain
uses of personal information are prohibited, regardless of whether the individual consents to
them or not.
To determine whether the purposes of a practice are “appropriate in the circumstances,” the
courts have weighed several criteria, including the sensitivity of the personal information in
question, the legitimate business needs of the company and the proportionality of the loss of
privacy compared to its benefits.163 In interpreting these criteria, the OPC considers that an
enterprise that uses personal information on grounds of prohibited discrimination is not in
compliance with Federal Law:
In an age of big data, it is it is increasingly important to understand the connection
between the upstream collections, uses and disclosures of personal information and the
downstream discriminatory impacts thereof. Data analytics—or any other type of
profiling or categorization—that results in inferences being made about individuals or
groups, with a view to profiling them in ways that could lead to discrimination based on
prohibited grounds contrary to human rights law would not be considered appropriate
under subsection 5(3)’s “appropriate purpose” test. [Citations omitted]164
In short, the right to privacy and the right to equality are inextricably linked in this regard. In
Canada, there are various federal and provincial laws165 that prohibit a company from making an
162

Turner v. Telus Communications Inc., 2005 FC 1601; PIPEDA, s. 5 (3). See also: British Columbia Act, s. 4 (1); Alberta
Act, ss. 6 (1), 11 (2), 16 (2) and 19 (2). Quebec has no similar criterion; however, the law provides that a company that
keeps a file on a person “shall have a serious and legitimate reason for doing so.” See: PIPEDA, s. 4; Civil Code of
Québec, SQ 1991, c. 64, art. 37
163 Timothy M. Banks, A Guide to the Personal Information Protection and Electronic Documents Act, LexisNexis, 2018,
pp. 89-94; OPC “Guidance on Inappropriate Data Practices – Interpretation and Application of Subsection 5(3), 2017,
online: https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gd_53_201805/
164 OPC “Guidance on Inappropriate Data Practices – Interpretation and Application of Subsection 5(3), 2017, online:
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gd_53_201805/. In this
document, , the OPC also refers to other purposes that it deems unacceptable, including collection, use or disclosure
for purposes that are known or likely to cause significant harm to the individual.
165 See especially: Canadian Human Rights Act, RSC (1985), c. 6H (federal); Charter of Rights and Freedoms, RLRQ, c. C12 (Quebec); Human Rights Code, RSO 1990, c. H.19 (Ontario); The Human Rights Code, [RSBC 1996] c. 210 (BC);
Alberta Human Rights Act, RSA 2000 c. A-25.5 (Alberta); The Saskatchewan Human Rights Code, SS 1979, c. S-24.1
(Saskatchewan); The Human Rights Code, CCSM c. H175 (Manitoba); Human Rights Act, RSNB 2011, c. 171 (New
Brunswick); Human Rights Act, RSNS 1989, c. 214 (NS); Human Rights Act, RSPEI 1988, c. H-12 (Prince Edward Island);
Human Rights Act 2010, SNL 2010, c. M-13.1 (Newfoundland and Labrador)
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adverse distinction against any person that discriminates on grounds prohibited in virtue of
human rights law. Depending on the particular Canadian jurisdiction, such motives typically
include national or ethnic origin, religion, age, sex, sexual orientation, gender identity or gender
expression, marital status, family status, genetic characteristics, or disability.166
This means that, according to the OPC, a private company that uses personal information to
disadvantage a protected group would be in violation of federal law. In the context of
differential pricing, one can imagine the case of a merchant who imposed higher prices on a
person based on their religion, sexual orientation or disability.167
Admittedly, there is nothing in our analysis of companies’ policies and practices that would
constitute evidence that online merchants charge different prices to consumers for unlawful
discriminatory motives (Section 2). But, as the OPC also stresses, prohibited discrimination can
also be indirect; it may result from an analysis of personal information that is not directly related
to discriminatory motives. For example, based on a consumer’s browsing history, geolocation,
and other digital data, a company could arrive at certain categorizations that might indirectly
infringe upon the consumer’s right to equality (see Section 1.4).
It is clear that there needs to be further research on the effects of discriminatory practices by
online merchants. While statistical observational studies of these practices will no doubt result
in interesting findings, we can also hope for heightened transparency on the part of merchants
about the criteria behind the choice to display one price rather than another to consumers, in
order to ensure that they are based on equitable principles. In this regard, the need for greater
transparency about the algorithms is all the more compelling.168
Finally, it is worth mentioning that certain ethical issues raised by differential pricing extend
beyond the strict framework of prohibited discrimination as defined by law.169 In fact, the
combination and analysis of data could reveal some very intimate details about a person which,
although not motivated by prohibited discrimination, may nonetheless reveal their
vulnerabilities. For example, is it acceptable that when a company deduces that a certain
consumer urgently needs a product, it should ask them to pay a higher price for it? Here again,
further research will probably permit us to more effectively address the challenges posed in the
current legal framework.
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Canadian Human Rights Act, RSC (1985), c. H-6, s. 3
That said, not all distinctions made on the basis of prohibited grounds will be illegal: in order to constitute unlawful
discrimination, the distinction the company makes must “create or perpetuate a disadvantage based on prejudice or
stereotypes.” See: Henri Brown, Guy Tremblay, and Eugénie Brouillet, Constitutional Law, 6th Edition, Carswell, 2014,
p. 1235. Accordingly, granting a benefit for a discriminatory motive as defined in Canadian charters might very well be
legal. This could be the case, for example, with a merchant who gives discounts to seniors, even though the discount
is given on the basis of a person’s age.
168 See in this regard: House of Commons: Report of the Standing Committee on Access to Information, Privacy and
Ethics, Towards Privacy by Design: Review of the Personal Information Protection and Electronic Documents Act,
Canada, 2018, pp. 27–29
169 See in this regard: Scott Peppet, “Regulating the Internet of Things: First Steps Towards Managing Discrimination,
Privacy, Security and Consent” (2014-2015) 93 Tex. L. Rev. 85, pp. 28–37
167
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4.2. An overview of foreign law
In order to expand our study, we conducted an overview of the legal framework in the USA
(Section 4.2.1) and the European Union (Section 4.2.2). Like Canada, these jurisdictions have
various requirements regarding information and transparency towards consumers. They also
contain provisions prohibiting certain grounds for discrimination or the use of information
related to sensitive categories, which might be applicable in the context of online differential
pricing.
4.2.1. United States: a fragmentary legal framework
As in Canada, U.S. law contains no specific provisions governing online differential pricing.
However, certain U.S. laws—those respecting consumer protection, protection of privacy or the
right to equality—may touch on this practice.
From the outset, it needs to be said that in the U.S., as in Canada, studying competition law is of
little help in determining the rights of consumers in the context of online differential pricing
practices.170 Although the Robinson-Patman Act171 specifically prohibits differential pricing, this
prohibition does not apply to prices advertised to consumers. Rather, it is aimed at prohibiting
wholesalers from selling goods of the same type and quality at different prices to different
retailers if this results in threatening or hurting competition.172
However, certain federal and state laws that prohibit unfair or deceptive trade practices against
consumers could find an application in the context of online differential pricing.173 In fact, these
laws could be invoked in circumstances when merchants differentiate the prices they advertise
online without informing their clients. This is at least one possibility evoked by the Federal Trade
Commission (FTC), which postulates that merchants could be in violation of the FTC Act174 if they
collect data over the Internet, pass it on to third parties or use it to personalize online prices
without first notifying users of such practices.175
In terms of privacy law, our neighbors to the South have no comprehensive legislative
framework for the protection of personal information. At the federal level, some types of
personal information may, under certain circumstances, be protected by special federal laws.176

170

Since the early 20th century, the United States has passed several laws to prohibit anti-competitive practices and
the creation of market monopolies. See especially: the Sherman Antitrust Act, 15 USC §§ 1-7; Clayton Antitrust Act, 15
USC §§ 12-27, 29 USC §§ 52-53
171 Robinson-Patman Act, 15 USC § 13
172 Matthew A. Edwards, “Price and Prejudice: The Case Against Consumer Equality in the Information Age” (2006) 10
Lewis & Clark Law Review, 559, p. 577
173 The United States has both federal and state laws prohibiting unfair or misleading representations. For example,
California adopted the Unfair Competition Law, which contains provisions against misrepresentation similar to those
in the Federal Trade Commission Act. See: Unfair Competition Law, Business and Professions Code §§ 17200 et seq.
174 Federal Trade Commission Act, 15 USC §§ 45 (hereinafter the “FTCA”)
175 Federal Trade Commission, Big Data: A Tool for Inclusion or Exclusion? FTC Report, 2016
176 For example, these laws may target specific issues such as fraud or credit records. See: Computer Fraud and Abuse
Act, 18 USC § 1030; Fair Credit Reporting Act, 15 USC § 1681. In the online environment, one federal law worthy of
mention is the Children's Online Privacy Protection Act, which is aimed at controlling and protecting the personal
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However, these laws are not intended to cover every activity involving the collection or use of
personal information by online merchants.
One U.S. state that has chosen to legislate directly on online privacy is California. The California
Online Privacy Protection Act177 applies to all operators of commercial Internet websites178 that
collect personal information from consumers residing in that State.179 California law obliges on
online merchants to inform consumers who access their sites about the collection of personal
information. This disclosure requirement entails that merchants must inform consumers when
they share the information they have collected with third parties and, if applicable, with which
categories of third parties it does so.180 Merchants must also explain how they respond to “Do
Not Track” signals from web browsers.
In short, U.S. law does not prevent companies from using the personal information of
consumers to customize prices advertised online; at most, it asks them to disclose what data is
being collected and how it may be used.181 In addition, various U.S. laws relating to privacy
protection generally define the term “personal information” much more closely than in Canada,
with the result that some of the online data collected does not necessarily fall within their
scope, furthering limiting the protection offered to consumers. For example, California law
specifically defines personal information as any information that allows a consumer to be
contacted, physically or online, such as their name, address, email, phone number or social
insurance number.182
As for the discriminatory use of personal information online, several U.S. federal and state laws
prohibit, as in Canada, various forms of discrimination based on race, skin color, sex, religion,
age, disability, ethnicity, marital status or genetic information.183

information collected from children under 13. See: Children's Online Privacy Protection Act of 1998, 15 USC §§ 65016506
177 Online Privacy Protection Act of 2003, California Business and Professions Code §§ 22575-22579 (hereinafter the
“CalOPPA”)
178 In 2012, the Office of the Attorney General of California extended the application of the law to mobile devices such
as smartphones and tablets. See: https://consumercal.org/about-cfc/cfc-education-foundation/california-onlineprivacy-protection-act-caloppa-3/
179 CalOPPA, § 22575
180 Ibid. § 22575 (b) (1)
181 This, by the way, is one of the major criticisms of the California law made by author Vivian Adame: “Because
CalOPPA only provides consumers with enough information to determine whether they want to engage in online
commerce with businesses that collect their personal information, the Act does not provide users with a remedy if
they want to prevent retailers from using their personal information.” See: Vivian Adame,”Consumers' Obsession
Becoming Retailers' Possession: The Way That Retailers Are Benefiting From Consumers' Presence on Social Media“
(2016) 53-3 San Diego Law Review 653, p. 658, footnote no. 15
182 CalOPPA, § 22577. The same restrictive interpretation of the notion of personal information is to be found in the
Children's Online Privacy Protection Act of 1998, 15 USC §§ 6501-6506.
183 At the federal level, see especially: Equal Credit Opportunity Act, 15 USC §§ 1691-1691f; Civil Rights Act of 1964,
Pub.L. 88-352, 78 Stat. 241; Americans with Disabilities Act, 42 USC § 12101; Age Discrimination in Employment Act,
29 USC §§ 621-634; Fair Housing Act, 42 USCA §§ 3601-3632; Genetic Information Nondiscrimination Act, Pub.L. 110233, 122 Stat. 881
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According to the FTC, companies that analyze data collected online should consider these laws
in order to avoid disadvantaging a group protected by them.184 Like Canada, the FTC believes
that these laws may also apply to indirect discrimination, which could result from an analysis of
data not originally based on discriminatory motives (see Section 1.4).185
In 2018, a California court of appeal found that the mobile dating app Tinder, by imposing higher
prices on consumers 30 and over, was in violation of the Unruh Civil Rights Act, a state law
prohibiting unlawful discrimination.186 The Court explained that although this price
differentiation was based on the generalization that people of this age are more affluent than
younger people, some individuals could suffer harm as a result of the practice.187
Note that, in this case, the California court did not close the door on every kind of online
differential pricing:
As for profit maximization, we have no quarrel with the trial court’s conclusion that it
can be an acceptable business objective and can be advanced by price discrimination. As
anyone who has attended an auction can attest, individuals may and often do value
goods and services differently. Some are willing and able to pay a higher price than
others for the same product. […] But the quest for profit maximization can never serve
as an excuse for prohibited discrimination among potential customers.188
This means that online differential pricing may, according to this decision, be completely legal—
as long as it is not based on prohibited grounds for discrimination.

4.2.2. European Union: strict data protection
Since the early days of the European Union, treaties between the Member States have included
provisions of competition law governing discriminatory price practices.189 However, as in Canada
and the United States, these provisions are not directly intended to protect consumers.
In fact, these provisions apply only to price discrimination that enterprises apply to “trading
partners.” The Treaty of Rome prohibits a company from exploiting its dominant position in a
given market by applying “dissimilar conditions to equivalent transactions with other trading
parties, thereby placing them at a competitive disadvantage.”190 This means, in short, that it is
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Federal Trade Commission, Big Data: A Tool for Inclusion or Exclusion? FTC Report, 2016, p. 18
Ibid. pp. 18–23
186 Allan Candelore v. Tinder Inc., No. B270172, online (Cal Ct App 2018...)
http://www.courts.ca.gov/opinions/documents/B270172.PDF
187 Ibid. p. 12
188 Ibid. pp. 20–21
189 These provisions were originally set forth in Articles 81 and 82 of the Treaty establishing the European Economic
Community, 25 March 1957, 298 UNTS 11. They are now to be found in Articles 102 and 103 of the Treaty on the
Functioning of the European Union, ((hereinafter The Treaty of Rome), Official Journal C 326 of 26/10/2012 p. 00010390.
190 Treaty of Rome, Official Journal C 326, 26/10/2012 p. 0001 - 0390, Art. 102. The criterion of “competitive
disadvantage” does not require strict evidence and, often, the European authorities have not taken it into
185
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forbidden for companies to impose different prices for equivalent transactions when this has
the effect of disadvantaging certain parties competitively.
However, the practices of blocking websites and discriminating against Internet users based on
their geographical location have been the subject of special attention by the European
authorities, who consider them to be obstacles to free competition and cross-border trade
within the European Union.191 Recently, in 2018, the EU adopted a regulation to prevent
merchants redirecting European users to different versions of their website based on their
geographical location, in order to impose different purchasing terms on them according to their
country of residence.192 This regulation would permit, for example, a German Internet user to
buy a trip to a French amusement park directly from the French version of the merchant’s site,
without being automatically redirected to the German version of the site.
There are some interesting legal avenues in European privacy protection laws. In this area, the
European Union differs from the United States in that the framework to protect consumers
against the use of their personal data is very rigorous.
Since May 2018, the legislative framework applicable to the treatment of personal data within
the European Union has been unified under the General Data Protection Regulation (GDPR).193
This Regulation supplements the general statements of fundamental rights to privacy contained
in other European treaties, including the European Convention on Human Rights194 and the
Charter of Fundamental Rights of the European Union.195

consideration in deciding violations of the law. See Damien Geradin and Nicolas Petit, “Price Discrimination under EC
competition law” in The Pros and Cons of Price Discrimination, Swedish Competition Authority, 2005, p. 26
191 For example, a 2016 public survey showed that 63% of websites do not allow European consumers to buy from
another EU Member State. See: http://www.europarl.europa.eu/news/en/pressroom/20180202IPR97022/parliament-votes-to-end-barriers-to-cross-border-online-shopping. In 2017, the European
Commission opened an investigation to determine, in particular, if agreements between companies that discriminate
against users based on their geographic location result in their being prevented from benefitting from the best prices.
See: http://europa.eu/rapid/press-release_IP-17-201_en.htm
192 European Parliament legislative resolution of 6 February 2018 on the proposal for a regulation of the European
Parliament and of the Council on addressing geo-blocking and other forms of discrimination based on customers'
nationality, place of residence or place of establishment within the internal market and amending Regulation (EC) No.
2006/2004 and Directive 2009/22/EC (COM(2016)0289 – C8-0192/2016 – 2016/0152(COD). Note that at the time of
this writing, this regulation is still not in force. It has some exceptions: for example, when purchasing a property,
different delivery costs may be imposed depending on the consumer’s location.
193 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC, [2016] OJ L 119/1 (General Data Protection Regulation—hereinafter GDPR). This legislation
replaces the European directive that was previously in effect: Regulation 95/46/EC of the European Parliament and of
the Council of 24 October 1995 on the protection of natural persons with regard to the processing of personal data
staff and the free movement of such data, Official Journal L 281, 23/11/1995 p. 0031-0050
194 Its official title is European Convention on Human Rights and Fundamental Freedoms, CETS No: 005 (hereinafter
the “Convention”). The Convention states in Article 8 that “Everyone has the right to respect for his private and family
life, his home and his correspondence.”
195 2000/C 364/01 (hereinafter the “Charter”). The Charter provides in Article 7 that “Everyone has the right to
respect for his private and family life, home and communications.” It adds to Article 8, paragraph 1 that” Everyone
has the right to protection of personal data concerning him or her.”
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The GDPR applies to any company that offers goods or services in the territory of the European
Union, with or without a physical establishment, that processes the personal data of European
consumers.196 Similar to the notion of personal information in Canadian law, the European
concept of “personal data” refers to “any information relating to an identified or identifiable
natural person.”197 Jurisprudence has given a broad interpretation to the concept, generally
including all digital data, such as IP addresses and cookies.198
Given the liberal interpretation of the European law, the GDPR will obviously be applicable when
a merchant performs online differential pricing – since such differentiation practices involve the
processing of personal data.199
The GDPR imposes high transparency requirements on companies,200 which are obliged to
inform consumers of all data processing practices of a personal nature “in a concise,
transparent, intelligible and easily accessible form, using clear and plain language.”201 This
means, among other things, that they have to state the purpose for which they are performing
such processing.202
Also, with few exceptions,203 companies must obtain the consumer’s free, specific, informed and
unambiguous consent to processing their data. This consent must be given in the form of a
“written statement,” or “a clear affirmative act.”204 According to the group G29,205 simply
slipping a clause into a privacy policy would not be sufficient to obtain a consumer’s consent.206
196

GDPR, Art. 3. The term “processing” includes “any operation or set of operations performed or not using
automated processes and applied to data or sets of personal data.” See: GDPR, Art. 4 (1). This usually covers all
operations that can be performed with personal data such as collection, storage, use, or analysis and communication
to a third party.
197 GDPR, Art. 4 (1)
198 Frederik Zuiderveen Borgesius and Joost Poort, “Online Price Discrimination and EU Data Privacy Law” (2017) 40-3
Journal of Consumer Policy 347, p. 12. However, as in Canada, the anonymized data are not covered by law. See:
GDPR, Recital 26
199 Frederik Zuiderveen Borgesius and Joost Poort, “Online Price Discrimination and EU Data Privacy Law” (2017) 40-3
Journal of Consumer Policy 347, p. 12
200 GDPR, Art. 12–14
201 Ibid. Art. 12
202 Frederik Zuiderveen Borgesius and Joost Poort, “Online Price Discrimination and EU Data Privacy Law” (2017) 40-3
Journal of Consumer Policy 347, p. 12
203 GDPR Article 6 authorizes cases of data processing that are not based on consent. This is the case, for example,
when the processing is necessary for the execution of a contract to which the data subject is party, or when necessary
for the purposes of the legitimate interests of the company, “except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject.” However, according to authors Borgesius and
Poort, such cases will be difficult to apply in the context of online differential pricing. See: Frederik Zuiderveen
Borgesius and Joost Poort, “Online Price Discrimination and EU Data Privacy Law” (2017) 40–3 Journal of Consumer
Policy 347, p. 14
204 GDPR, Art. 4 (11). This consent is expressed in the terms specified in GDPR Article7.
205 The G29, short for “Article 29 Data Protection Working Party” is an advisory body made up of representatives of
European privacy protection agencies that takes its name from Articles 29 and 30 of Directive 95/46 that constituted
it. See: Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data, Official Journal no.
L 281, 23/11/1995 p. 0031-0050, ss. 29–30
206 Article 29 Data Protection Working Party, Guidelines on Consent under Regulation 2016/679, 17/EN WP259, 2017,
p. 17
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This means that companies that wish to engage in online differential pricing using personal data
would have a considerable duty to inform imposed on them. Not only would they have to clearly
explain their practices in this regard, but they could not assume that they had obtained a
consumer’s consent simply because the latter did not specifically object to the use of their
personal data.207
The GDPR also contains a provision that a person has the right not to be subject to a decision
based solely on the automated processing of personal data, in cases when this produces legal
consequences for them or affects them in a significantly similar way.208 However, given the
difficulty of assessing the harm suffered by consumers who are the target of automatically
customized prices, it is difficult to know how this provision could be applied to a case of online
differential pricing. Similarly, one may wonder what concrete assistance this provision could
provide to consumers because it would merely allow them to request that the decision to
customize their price not be completely automated.209
Finally, the European legal framework sets forth limitations on the use of certain sensitive
information, similar to the prohibited grounds of discrimination in Canadian and U.S. law. For
example, GDPR prohibits, with few exceptions210 “the processing of personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union
membership, and the processing of data concerning health or sex life.”211

207

GDPR, Art. 4 (11) and 7 (1). See also Frederik Zuiderveen Borgesius and Joost Poort, “Online Price Discrimination
and EU Data Privacy Law” (2017) 40-3 Journal of Consumer Policy 347, p. 14
208 GDPR, Art. 22
209 Frederik Zuiderveen Borgesius and Joost Poort, “Online Price Discrimination and EU Data Privacy Law” (2017) 40-3
Journal of Consumer Policy 347, p. 16
210 Under Article 9 of GDPR, such processing is possible for a company, especially if explicit consent is obtained from
the consumer to do it.
211 GDPR, Art. 9
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Conclusion and Recommendations
Are the prices advertised on the Internet the same for all consumers? Not always.
This research enabled us to identify situations in Canada in which different prices were
displayed on online e-commerce websites to different consumers for the same goods or
services. On 6 of the 8 sites in our study, we found that different prices were reported in 13.6%
of cases (Section 2.1.2). Most of these cases were in the travel sector, but we were also able to
identify cases in the retail sector.
These results are similar to those obtained by studies conducted in the United States aimed at
identifying instances of online differential pricing (Section 1.3).
Our study did not however, permit us to determine the factors motivating these changes in the
advertised price. Do these include the consumers’ location, the type of device they use, their
browsing history? How do merchants combine and analyze this data? Are there any other
possible explanations?
One point is clear: further research needs to be conducted in Canada in order to understand
differential pricing practices more fully. It goes without saying that our results show that there is
sufficient cause for concern and that the issues raised by these practices are important enough
to justify undertaking such research.
But we can already conclude that it is regrettable that the information available to the public is
far too sketchy to permit a proper understanding of the practices involved. An attentive reading
of the privacy policies of the merchants we surveyed did not yield any explanation of the factors
used in varying the price advertised to consumers.
Among the few clues, is the suggestion that the advertised prices may vary depending on the
person’s location; also there is the suggestion that the ranking of Web search results can be
modulated depending on criteria related to consumers, including their web history (Section 2.2).
In addition, all companies say that they are able to use consumers’ personal information for the
purpose of personalizing the customer experience—which does not exclude the possibility of
modulating the online price based on that information.
Beyond the very skimpy information that can be gleaned from their policies, companies have
very little to say about their online differential pricing practices. The criteria they use to
determine how advertised prices are decided or how consumer data is analyzed remain a
mystery. Several parties in Canada have recommended that companies be compelled by law to
be transparent about the operation of their algorithms; we find such recommendations
especially pertinent in the context of this research.
Online differential pricing is not directly regulated by law. However, a myriad of legal provisions
from a several areas of law may be applicable to this commercial practice. It appears from the
fragmented legal framework that merchants who engage in price differentiation should at least
be transparent about their practices. For example, the privacy laws provide that a company
must clearly inform consumers and obtain their valid consent before collecting and using their
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personal information (Section 4.1.3). Canadian consumer protection laws also provide that a
merchant may not omit to disclose a material fact to a consumer (Section 4.1.2).
These transparency obligations appear all the more important given that consumers’ knowledge
of online differential pricing practices is severely limited (Section 3.2). In addition, they have
shown themselves to be widely opposed to online marketers being allowed to use their personal
information to change prices advertised online, and want merchants to demonstrate greater
transparency in this regard (Section 3.3).
It would be reasonable to hope that consumers could be at least adequately informed that
advertised prices may vary – and that they have viable options permitting them to refuse being
subjected to these practices when they involve the use of their personal information.
But while online marketers have an arsenal of digital technologies for tracking consumers, the
latter would need to deploy considerable resources to avoid being tracked (Section 1.2). The
solutions offered by companies to do this are likely to be impractical or simply ineffective
(Section 2.2.5). In this context, the best approach might be to implement effective mechanisms
for informing consumers about being tracked online and permitting them to give their valid
consent. As an example, being obliged to respect the “Do Not Track” signal integrated within the
browser could be a step in the right direction.
But will informing consumers and obtaining their valid consent really be enough? Probably not.
There are numerous ways in which online differential pricing could be harmful for consumers.
Businesses could take advantage of the detailed knowledge they acquire from users to exploit
their vulnerability or their cognitive biases. Such an environment might permit disadvantaged
groups to be targeted by discriminatory or harmful practices.
By limiting the possibility of comparing prices online, online differential pricing tends to reduce
consumers’ ability to make informed choices. Ultimately, these practices even threaten to erode
consumer confidence in electronic commerce in general. Once more, it is to be hoped that the
competent authorities and researchers will want to continue to shed light on these issues, and
permit equitable solutions to be developed.
In light of the foregoing, we make the following recommendations:
Recommendation to academics and researchers in the field of privacy protection and new
technologies:
 Option consommateurs recommends that academics and researchers in the field of
protection and new technologies undertake further research on online differential
pricing and on the issues raised by these commercial practices.
Option consommateurs recommends that the federal and provincial governments adopt
legislative provisions that include:
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 measures regarding the form of the information provided to consumers about online
differential pricing in order to ensure that this information is concise, clear,
understandable, easily accessible and formulated in clear, precise terms;
 the requirement for companies to be more transparent with regard to the criteria
governing the algorithms they use to analyze data generated by consumers.
Recommendation to the authorities responsible for enforcing privacy protection and
consumer protection laws:
 Option consommateurs recommends that the authorities responsible for enforcing
privacy protection and consumer protection laws investigate the practice of online
differential pricing, to better understand its scope and modes of operation.

Recommendations to online merchants:
 Option consommateurs recommends that online merchants demonstrate the utmost
transparency in their online differential pricing practices. In particular, their websites
should include clear, easy-to-find details about their differential pricing practices.
 Option consommateurs recommends that online merchants offer consumers simple,
effective mechanisms to obtain their consent for their online price differentiation
practices.
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Appendix 1 – Protocol for participants

Online Survey – Online Price Discrimination
Section 1: Information on online shopping habits
We would like know your opinion about certain commercial practices on major retailers’ online
sales websites.
1. How often do you buy goods online?
a. Every week or almost
b. About once a month
c. Less than once a month, but several times a year
d. About once or twice a year or less

2. Over the next few years, do you expect to increase, maintain, or reduce the frequency
of your online shopping?
a. Increase
b. Maintain
c. Reduce
d. Do not know
3. Do you primarily use a smartphone, a personal computer or a shared computer (PC
shared with others, family members, office computer, etc.) to do your online shopping?
Choose only the type of device with which you make the most purchases.
a. Smartphone
b. Tablet
c. Personal computer (only you use this device)
d. Shared/public computer (workplace, internet cafe, library, educational
institution, etc.)

Section 2: Questions on online price discrimination
2.1 KNOWLEDGE:
Tell us if you think the following statements are true or false:
2.1.1. Merchants can track my online activities only when I'm on their websites.
2.1.2. Most e-commerce websites allow me to easily delete the information they have gathered
about me.
2.1.3. The information that online merchants have about me can be used to determine the
prices they will charge me when I shop on their websites.
2.1.4. Online merchants are allowed to share the information they collect on me with their
subsidiaries.

2.1.5. It is legal for an online merchant to simultaneously bill two consumers a different price for
the same product.
2.1.6. It is legal for an offline merchant to simultaneously bill two consumers a different price for
the same product.
2.1.7. When an online merchant has a privacy policy, it means he will not share my personal
information with other companies.
2.1.8. A company can know that I have read an email it sent to me even if I do not answer it.
2.1.9. When I browse the site of an online merchant, the latter can collect information about
me, even if I do not buy anything.

2.2. ATTITUDES:
State whether you agree or disagree with the following statements:
(Use a scale of the type: completely disagree, somewhat disagree, somewhat agree and
completely agree)
2.2.1. It is acceptable for an online merchant to bill me a price based on what he knows about
me.
2.2.2. If I trust an online merchant, it does not bother me if he obtains information about me
from database companies.
2.2.3. It is acceptable for an online merchant to simultaneously bill different people different
prices for the same product.
2.2.4. Online merchants should be required to inform their customers that they have different
prices for the same products.
2.2.5. It would bother me to learn that others pay a different price than me for the same
product.
2.2.6. It is acceptable for an online merchants to bill me a different price than other customers.
2.2.7. It is acceptable for online merchants to keep detailed records of my purchasing behaviour.
2.2.8. It is acceptable for online merchants to use the information they have about me to
customize the products they offer.
2.2.8.1. It is acceptable for online merchants to use the information they have about me to
customize the prices of the products they offer me.

2.2.10. What companies know about me can’t hurt me.
2.2.11. I’m nervous about businesses that have information about me.
2.2.12. It does not bother me that the websites I visit collect personal information about me.
2.2.14. The privacy policies of merchants’ websites are easy to understand.
2.2.16 .I know what I need to do in order to protect my personal information against the
questionable practices of certain companies.
2.2.17. I trust the Canadian regulatory agencies to protect the personal information of
consumers who do business with online merchants.
2.2.18. I trust that online merchants will not share information with other companies when they
say they will not do so.

Section 3: Indication on shopping
1. First step: Install the extension that allows Option consommateurs to record the
information
1.1 Go to the following address:
https://chrome.google.com/webstore/category/extensions
- In the box “Search the store” enter “consumers” option and press “Enter”.

-

Click the blue “+ Add to Chrome” bar.

-

Then in the dialog window, click “Add Extension”

-

Finally, close the navigation tab.

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
2. Step Two: Get your device’s fingerprint
-

Go to the following address: https://amiunique.org/fp

-

Click the “View my browser fingerprint” button

-

Click the 'View more details” button.

-

Finally, close the navigation tab.

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
3. Step Three: Shop!
Retailer: Costco
3.1 TV from Costco
- Open a new navigation tab (open a new web page)
- Go to the following address:
-

https://www.costco.ca/
Enter “4K TV” in the search box and press “Enter”

-

Finally, close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

3.2 Dishwasher from Costco
- Open a new tab navigation (open a new web page)
- Go to the following address:
-

https://www.costco.ca/
Enter “dishwasher” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
3.3 Laptop from Costco
- Open a new navigation tab (open a new web page)
- Go to the following address:
-

https://www.costco.ca/
Enter “laptop” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

3.4 Mattress from Costco
- Open a new navigation tab (open a new web page)
- Go to the following address:
-

https://www.costco.ca/
Enter “queen mattress” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
Retailer: Walmart
4.1 Laptop from Walmart
- Open a new navigation tab (open a new web page)
- Go to the following address:
-

https://www.walmart.ca
Enter “laptop” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
4.2 Headphones from Walmart
- Open a new navigation tab (open a new web page)
- Go to the following address:
-

https://www.walmart.ca
Enter “headphones” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

4.3 Drone from Walmart
- Open a new navigation tab (open a new web page)
- Go to the following address:

-

https://www.walmart.ca
Enter “drone” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

4.4 TV from Walmart
- Open a new navigation tab (open a new web page)
- Go to the following address:
-

https://www.walmart.ca
Enter “4K TV” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

Retailer: Home Depot
5.1 Drill from Home Depot
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.homedepot.ca/en/home.html
-

Enter “drill” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
5.2 Ceiling fan from Home Depot
-

Open a new navigation tab (open a new web page)
Go to the following address:
https://www.homedepot.ca/en/home.html

-

Enter “ceiling fan” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
5.3 Dishwasher from Home Depot
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.homedepot.ca/en/home.html
-

Enter “dishwasher” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

5.4 Screwdriver from Home Depot
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.homedepot.ca/en/home.html
-

Enter “screwdriver” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

Retailer: Canadian tire
6.1 Drill from Canadian Tire
- Open a new navigation tab (open a new web page)
- Go to the following address:
http://www.canadiantire.ca/en.html
-

Click the magnifying glass

-

Enter “drill” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE
6.2 Mountain bike from Canadian Tire
- Open a new navigation tab (open a new web page)
- Go to the following address:
http://www.canadiantire.ca/en.html
-

Click the magnifying glass

-

Enter “mountain bike” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

6.3 Tent from Canadian Tire
- Open a new navigation tab (open a new web page)
- Go to the following address:
http://www.canadiantire.ca/en.html
-

Click the magnifying glass

-

Enter “tent” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

6.4 Adult hockey stick from Canadian Tire
- Open a new navigation tab (open a new web page)
- Go to the following address:

http://www.canadiantire.ca/en.html
-

Click the magnifying glass.

-

Enter “adult hockey stick” in the search box and press “Enter”

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

6. Air Canada
6.1 Trip to Havana (Cuba) with Air Canada
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.aircanada.com/ca/en/aco/home.html
-

Enter “YUL” in the departure point tab

-

Enter “HAV” in the destination tab

-

Enter “3 March 2018” in the departure date tab

-

Enter “10 March 2018” in the return date tab

-

Select 2 passengers

-

Click the red “Find “button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

6.2 Trip to Paris (France) with Air Canada
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.aircanada.com/ca/en/aco/home.html
-

Enter “YUL” in the departure point tab

-

Enter “CDG” in the destination tab

-

Enter “21 July 2018” in the departure date tab

-

Enter “August 11 2018” in the return date tab

-

Select 2 adult passengers

-

Click the red “Find” button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

7. Air Transat
7.1 Trip to Havana (Cuba) with Air Transat
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.airtransat.com/en-CA/home

-

Enter “YUL” in the departure point tab

-

Enter “HAV” in the destination tab

-

Enter “3 March 2018” in the departure date tab

-

Enter “10 March 2018” in the return date tab

-

Select 2 adult passengers

-

Click the green “Continue” button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

7.2 Trip to Paris (France) with Air Transat
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.aircanada.com/ca/en/aco/home.html
-

Enter “YUL” in the departure point tab

-

Enter “CDG” in the destination tab

-

Enter “21 July 2018” in the departure date tab

-

Enter “11 August 2018” in the return date tab

-

Select 2 adult passengers

-

Click the green “Continue” button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

8. Expedia.ca
8.1 Trip to Paris (France) with Expedia.ca
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.expedia.ca/
-

Click “Flight + Hotel”

-

Enter “YUL” in the Origin tab

-

Enter “CDG” in the Destination tab and choose Charles de Gaulle airport

-

Enter “21 July 2018” in the Departing tab

-

Enter “11 August 2018” in the Returning tab

-

Choose one (1) room in the Rooms tab

-

Choose two (2) Adults

-

Click the yellow “Search” button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

8.2 Trip to Havana (Cuba) with Expedia.ca
- Open a new navigation tab (open a new web page)
- Go to the following address:
https://www.expedia.ca/
-

Click “Flight + Hotel”

-

Enter “HAV” in the Destination tab and choose José Martí International Airport

-

Enter “3 March 2018” in the Departing tab

-

Enter “10 March 2018” in the Returning tab

-

Choose one (1) room in the Rooms tab

-

Choose two (2) adult passengers

-

Click the yellow “Search” button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

9. Booking.com
9.1 Trip to Havana (Cuba) with Booking.com
- Open a new navigation tab (open a new web page)
- Go to the following address:
www.booking.com
-

Enter “HAV” in the Destination tab

-

Enter “3 March 2018” in the Check-in tab

-

Enter “10 March 2018” in the Check-out tab

-

Choose one (1) room in the Rooms tab

-

Choose two (2) adult passengers

-

Click the blue “Search” button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

9.2 Trip to Paris (France) with Booking.com
- Open a new navigation tab (open a new web page)
- Go to the following address:
www.booking.com
-

Enter “CDG” in the Destination tab

-

Enter “11 July 2018” in the Check-in tab

-

Enter “11 August 2018” in the Check-out the tab

-

Choose one (1) room in the Rooms tab

-

Choose two (2) adult passengers

-

Click the blue “Search” button

-

Close the navigation tab (close your web page)

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

10. Uninstalling the Option consommateurs extension
-

Open your Web browser (Google Chrome)
To the right of the navigation bar you will see a small icon with the logo of Option
consommateurs
Place your cursor over the icon, click on the right mouse button and select the “Remove
from Chrome” option
Click the blue “Remove” button that will appear in a new window.
Close your browser

CLICK HERE WHEN YOU HAVE CLOSED THE PRECEDING WEB PAGE

11. Last step: sociodemographic information for statistical purposes.
Level of education (regular schedules)
Household income: (usual scales)
First language: (FR/Eng / Latin origin (other than FR) / Asian origin / Germanic origin / African
origin)

Appendix 2 – Answers to survey questions

67

QSEX

Êtes-vous...
N=
Homme
Femme

01
02

107
58
49

100%
54%
46%

Homme
Femme

68

QAGE

Dans lequel des groupes d'âge suivants vous situez-vous ?
N=
17 ans et moins
18 à 24 ans
25 à 29 ans
30 à 34 ans
35 à 39 ans
40 à 44 ans
45 à 49 ans
50 à 54 ans
55 à 59 ans
60 à 64 ans
65 à 69 ans
70 ans et plus

17 ans et moins
18 à 24 ans
25 à 29 ans
30 à 34 ans
35 à 39 ans
40 à 44 ans
45 à 49 ans
50 à 54 ans
55 à 59 ans

01
02
03
04
05
06
07
08
09
10
11
12

107
0
16
17
10
9
9
16
11
15
4
0
0

100%
0%
15%
16%
9%
8%
8%
15%
10%
14%
4%
0%
0%

60 à 64 ans
65 à 69 ans
70 ans et plus

69

QPROV

Dans quelle province habitez-vous ?
N=
Alberta
Colombie-Britannique
Île-du-Prince-Édouard
Manitoba
Nouveau-Brunswick
Nouvelle-Écosse
Ontario
Québec
Saskatchewan
Terre-Neuve et Labrador
Les Territoires du Nord-Ouest
Nunavut
Yukon

Alberta
ColombieBritannique
Île-du-PrinceÉdouard
Manitoba
Nouveau-Brunswick
Nouvelle-Écosse
Ontario
Québec
Saskatchewan
Terre-Neuve et
Labrador
Les Territoires du
Nord-Ouest
Nunavut
Yukon

01
02
03
04
05
06
07
08
09
10
11
12
13

107
17
21
0
0
0
0
35
34
0
0
0
0
0

100%
16%
20%
0%
0%
0%
0%
33%
32%
0%
0%
0%
0%
0%

74

Q1

Nous cherchons à connaitre votre opinion sur certaines pratiques commerciales sur
des sites de vente en ligne de grands détaillants. À quelle fréquence achetez-vous
des biens en ligne ?
N=
À toutes les semaines ou presque
Environ une fois par mois
Moins d'une fois par mois, mais plusieurs
fois par année
Environ 1 ou 2 fois par année, ou moins

01
02

107
47
39

100%
44%
36%

03

17

16%

04

4

4%

À toutes les semaines
ou presque
Environ une fois par
mois
Moins d'une fois par
mois, mais
Environ 1 ou 2 fois
par année,

75

Q2

Au cours des prochaines années, pensez-vous augmenter, maintenir ou réduire la
fréquence de vos achats en ligne?
N=
Augmenter
Maintenir
Diminuer
Ne sais pas

Augmenter
Maintenir
Diminuer
Ne sais pas

01
02
03
04

107
66
39
1
1

100%
62%
36%
1%
1%

Retour à l'index

76

Q3

Habituellement, utilisez-vous principalement un téléphone intelligent, votre
ordinateur personnel ou un ordinateur partagé (ordinateur partagé avec d'autres
personnes, membre de la famille, ordinateur au bureau, etc.) pour faire votre
magasinage en ligne? Choisir uniquement le type d'appareil avec lequel vous faites
le plus d'achat.
N=
Téléphone intelligent
Tablette
Ordinateur personnel (seulement vousmême utilisez cet appareil)
Ordinateur partagé/publique (ordinateur
familial, poste de travail d'un employeur,
cyber-café, bibliothèque, institution
d'enseignement, etc.)

01
02

107
23
4

100%
21%
4%

03

79

74%

04

1

1%

Téléphone intelligent
Tablette
Ordinateur personnel
(seulement
Ordinateur
partagé/publique
(ordinateur

79

Q211

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Les commerçants peuvent suivre mes activités en ligne uniquement lorsque je suis sur
leurs propres sites Web.
N=
107 100%
Vrai
01
70
65%
Faux
02
37
35%

Vrai
Faux

80

Q212

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
La plupart des sites de commerce en ligne me permettent facilement d'effacer les
informations qu'ils ont recueillies à mon sujet.
N=
107
Vrai
01
43
Faux
02
64

100%
40%
60%

Vrai
Faux

81

Q213

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Les informations que les commerçant en ligne possèdent à mon sujet peuvent être
utilisées pour déterminer les prix qu'ils vont me facturer lorsque je magasine sur leur site
Web.
N=
107 100%
Vrai
01
70
65%
Faux
02
37
35%

Vrai
Faux

82

Q214

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Il est permis qu'un commerçant en ligne partage des informations personnelles à mon
sujet avec ses filiales.
N=
107 100%
Vrai
01
72
67%
Faux
02
35
33%

Vrai
Faux

83

Q215

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Il est légal pour un commerce en ligne de facturer simultanément à deux consommateurs
un prix différent pour un même produit.
N=
107 100%
Vrai
01
64
60%
Faux
02
43
40%

Vrai
Faux

84

Q216

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Il est légal pour un commerce sur la rue de facturer simultanément à deux
consommateurs un prix différent pour un même produit.
N=
Vrai
01
Faux
02

107
46
61

100%
43%
57%

Vrai
Faux

85

Q217

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Lorsqu'un commerçant en ligne a une politique de confidentialité, cela signifie qu'il ne
partagera pas mes informations personnelles avec d'autres entreprises.
N=
107 100%
Vrai
01
65
61%
Faux
02
42
39%

Vrai
Faux

86

Q218

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Une entreprise peut savoir que j'ai lu un courriel qu'elle m'a envoyé même si je ne lui
réponds pas.
N=
107 100%
Vrai
01
79
74%
Faux
02
28
26%

Vrai
Faux

87

Q219

Dites-nous si vous pensez que les phrases suivantes sont vraies ou fausses.
Quand je navigue sur le site d'un commerçant en ligne, ce dernier peut recueillir des
informations sur moi, même si je n'achète rien.
N=
107 100%
Vrai
01
89
83%
Faux
02
18
17%

Vrai
Faux

88

Q22A

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Il est acceptable qu'un commerçant en ligne me facture un prix basé sur ce qu'il sait à
propos de moi.
N=
107 100%
Tout à fait en désaccord
01
35
33%
Plutôt en désaccord
02
38
36%
Plutôt en accord
03
27
25%
Tout à fait en accord
04
7
7%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

89

Q22B

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Si je fais confiance à un commerçant en ligne, cela ne me dérange pas qu'il se procure
des informations à mon sujet auprès de sociétés de base de données.
N=
107 100%
Tout à fait en désaccord
01
18
17%
Plutôt en désaccord
02
47
44%
Plutôt en accord
03
33
31%
Tout à fait en accord
04
9
8%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

90

Q22C

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Il est acceptable qu'un commerçant en ligne facture simultanément des prix différents à
des personnes différentes pour un même produit.
N=
107 100%
Tout a fait en désaccord
01
35
33%
Plutôt en désaccord
02
33
31%
Plutôt en accord
03
32
30%
Tout à fait en accord
04
7
7%

Tout a fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

91

Q22D

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Les commerçants en ligne devraient être tenus de faire savoir à leurs clients qu'il existe
différents prix pour les mêmes produits.
N=
107 100%
Tout à fait en désaccord
01
4
4%
Plutôt en désaccord
02
16
15%
Plutôt en accord
03
40
37%
Tout à fait en accord
04
47
44%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

92

Q22E

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Cela me dérangerait d'apprendre que d'autres paient un prix différent que moi pour un
même produit.
N=
107 100%
Tout à fait en désaccord
01
6
6%
Plutôt en désaccord
02
21
20%
Plutôt en accord
03
35
33%
Tout à fait en accord
04
45
42%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

93

Q22F

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Il est acceptable qu'un commerçant en ligne me facture un prix différent qu'à d'autres
clients
N=
107 100%
Tout à fait en désaccord
01
40
37%
Plutôt en désaccord
02
36
34%
Plutôt en accord
03
24
22%
Tout à fait en accord
04
7
7%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

94

Q22G

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Il est acceptable qu'un commerçant en ligne conserve des enregistrements détaillés de
mes comportements d'achat.
N=
107 100%
Tout à fait en désaccord
01
16
15%
Plutôt en désaccord
02
29
27%
Plutôt en accord
03
48
45%
Tout à fait en accord
04
14
13%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

95

Q22H

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Il est acceptable qu'un commerçant en ligne utilise les informations qu'il a à propos de
moi afin de personnaliser les produits qu'il me propose.
N=
107 100%
Tout à fait en désaccord
01
9
8%
Plutôt en désaccord
02
28
26%
Plutôt en accord
03
49
46%
Tout à fait en accord
04
21
20%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

96

Q22I

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Il est acceptable qu'un commerçant en ligne utilise les informations qu'il a à propos de
moi afin de personnaliser les prix des produits qu'il me propose.
N=
107 100%
Tout à fait en désaccord
01
31
29%
Plutôt en désaccord
02
37
35%
Plutôt en accord
03
28
26%
Tout à fait en accord
04
11
10%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

97

Q22J

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Ce que les entreprises savent de moi ne peut pas me nuire.
N=
Tout à fait en désaccord
01
Plutôt en désaccord
02
Plutôt en accord
03
Tout à fait en accord
04

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

107
25
38
37
7

100%
23%
36%
35%
7%

98
Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Je suis nerveux à propos des entreprises ayant des informations sur moi.
N=
107
Tout à fait en désaccord
01
5
Plutôt en désaccord
02
28
Plutôt en accord
03
59
Tout à fait en accord
04
15

Q22K

100%
5%
26%
55%
14%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

99

Q22L

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Cela ne me dérange pas que les sites Web que je fréquente recueille des informations
personnelles sur moi.
N=
107 100%
Tout à fait en désaccord
01
20
19%
Plutôt en désaccord
02
37
35%
Plutôt en accord
03
39
36%
Tout à fait en accord
04
11
10%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

100
Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Les politiques de confidentialité des sites Web des commerçants sont faciles à
comprendre.
N=
107
Tout à fait en désaccord
01
27
Plutôt en désaccord
02
38
Plutôt en accord
03
33
Tout à fait en accord
04
9

Q22M

100%
25%
36%
31%
8%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

101

Q22N

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Je sais ce que je dois faire pour protéger mes informations personnelles de pratiques
douteuses que pourraient avoir certaines entreprises.
N=
107 100%
Tout à fait en désaccord
01
9
8%
Plutôt en désaccord
02
39
36%
Plutôt en accord
03
44
41%
Tout à fait en accord
04
15
14%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

102

Q22O

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Je fais confiance aux institutions réglementaires canadiennes pour protéger les
informations personnelles des consommateurs qui font affaire avec des commerçants en
ligne.
N=
107 100%
Tout à fait en désaccord
01
14
13%
Plutôt en désaccord
02
38
36%
Plutôt en accord
03
43
40%
Tout à fait en accord
04
12
11%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

103

Q22P

Dites si vous êtes en accord ou en désaccord avec les énoncés suivants :
Je fais confiance aux commerçants en ligne pour ne pas partager d'informations avec
d'autres entreprises quand ils disent qu'ils ne feront pas.
N=
107 100%
Tout à fait en désaccord
01
14
13%
Plutôt en désaccord
02
43
40%
Plutôt en accord
03
35
33%
Tout à fait en accord
04
15
14%

Tout à fait en
désaccord
Plutôt en désaccord
Plutôt en accord
Tout à fait en accord

186

Q13A

Dernière étape : Informations sociodémographiques à des fins de statistiques. Quel
est le plus haut niveau de scolarité que vous ayez atteint?
N=
Primaire partiel
Primaire complété
Secondaire partiel
Secondaire complété
École de métiers partiel
École de métiers complété
Cégep / Collège partiel
Cégep / Collège complété
Université partielle
Université complétée
Postuniversitaire partiel
Postuniversitaire complété

Primaire partiel
Primaire complété
Secondaire partiel
Secondaire complété
École de métiers
partiel
École de métiers
complété
Cégep / Collège
partiel
Cégep / Collège
complété
Université partielle
Université complétée
Postuniversitaire
partiel
Postuniversitaire
complété

01
02
03
04
05
06
07
08
09
10
11
12

107
0
0
2
15
4
5
4
19
10
30
3
15

100%
0%
0%
2%
14%
4%
5%
4%
18%
9%
28%
3%
14%

187

Q13B

Dernière étape : Informations sociodémographiques à des fins de statistiques. Dans
laquelle des catégories suivantes se situe le revenu annuel total de votre foyer avant
impôt ?
N=
9,999 $ et moins
10,000 $ à 19,999 $
20,000 $ à 29,999 $
30,000 $ à 39,999 $
40,000 $ à 49,999 $
50,000 $ à 59,999 $
60,000 $ à 69,999 $
70,000 $ à 79,999 $
80,000 $ à 89,999 $
90,000 $ à 99,999 $
100,000 $ à 109,999 $
110,000 $ à 119,999 $
120,000 $ à 129,999 $
130,000 $ à 139,999 $
140,000 $ à 149,999 $
150,000 $ et plus
Je préfère ne pas répondre

9,999 $ et moins
10,000 $ à 19,999 $
20,000 $ à 29,999 $
30,000 $ à 39,999 $
40,000 $ à 49,999 $
50,000 $ à 59,999 $
60,000 $ à 69,999 $
70,000 $ à 79,999 $
80,000 $ à 89,999 $
90,000 $ à 99,999 $
100,000 $ à 109,999
$
110,000 $ à 119,999
$
120,000 $ à 129,999
$
130,000 $ à 139,999
$

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
99

107
1
3
9
9
6
9
7
10
4
16
11
5
3
0
0
7
7

100%
1%
3%
8%
8%
6%
8%
7%
9%
4%
15%
10%
5%
3%
0%
0%
7%
7%

140,000 $ à 149,999
$
150,000 $ et plus
Je préfère ne pas
répondre

188

Q13C

Dernière étape : Informations sociodémographiques à des fins de statistiques.
Quelle est votre langue maternelle ?
N=
Français
Anglais
Autre langue aux origines latines (autre que
Français)
Autre langue aux origines asiatiques
Autre langue aux origines germaniques
Autre langue aux origines africaines

Français
Anglais
Autre langue aux
origines latines
Autre langue aux
origines asiatiques
Autre langue aux
origines germaniques
Autre langue aux
origines africaines

01
02

107
32
64

100%
30%
60%

03

1

1%

04
05
06

9
1
0

8%
1%
0%

